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Abstract 

 
With the growth of Internet of Things(IoT) market consisting of embedded devices, the number of linux malware 

targeting embedded devices is also increasing. Although malicious code classification is necessary to determine the 

threat posed by linux malware and respond, it is difficult to apply binary code similarity-based malware 

classification methods to linux malware as linux malware use different sets of instructions consisting binary code 

due to the various architectures. However, binary code similarity-based malicious code classification can be 

performed if an instruction performing the same function can be identified regardless of architectures. Accordingly, 

this paper proposed cross-architecture linux malware classification method by using binary lifting method which 

converts binary code with various architectures into IR(Intermediate Representation) of same format and defining 

rules for identifying functions of instructions. 
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 1. Introduction 

Along with the growth of the IoT(Internet of 

Things) market, which consists of embedded 

devices, linux malware targeting embedded 

devices is continuously evolving and increasing. 

Malicious code classification is required to 

determine and respond to potential threats 

inherent in malicious code. However, linux 

malware consists of 10 more different 

architectures, such as Table 1 [1]. Therefore, 

there are various sets of instructions that make up 

binary code. As a result, it is difficult to apply 

binary code similarity-based malicious code 

classification methods to linux malicious code 

classification [2].  

 

Table 1. Ratio of Linux Malware by Architectures 

 

However, if the functions performed by the 

instructions can be identified in various 

architectures, binary code similarity-based 

malicious code classification can be performed. 

Accordingly, this paper introduces B2R2, a 

binary lifting tool that converts the sets of 

instructions of various architectures into the 

Architecture Samples Percentage 

X86-64 3018 28.61% 

MIPS Ⅰ 2120 20.10% 

PowerPC 1569 14.87% 

Motorola 68000 1216 11.53% 

Sparc 1170 11.09% 

Intel 80386 720 6.83% 

ARM 32-bit 555 5.26% 

Hitachi SH 130 1.23% 

AArch64 (ARM 64-bit) 47 0.45% 

Others 3 0.03% 
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same format in the related study of section 2. In 

section 3, features for identifying function of 

instructions are derived and the binary code 

similarity-based classification method is 

proposed and in section 4, conclusion is made. 

2. Related Works 

2.1 Binary Lifting 

The technique of converting binary code 

consisting of a low level insruction set into high 

level IR(Intermediate Representation) is called 

binary lifting. By performing binary lifting, 

different sets of instructions can be represented 

in the same form of IR for various architectures. 

2.2 B2R2  

Among the binary lifting tools, B2R2 [3] 

supports seven linux architectures, including 

X86-64 and MIPS I, which account for a high 

percentage of linux malware. In addition, by 

using F#, a functional programming language, it 

can efficiently perform binary lifting by 

providing multi-core parallelism which 

simultaneously utilizes multiple CPU cores by 

not relying on the external environment. 

Also, LowUIR, the IR of B2R2, stores 

informations about variables used and functions 

performed for efficient data analysis. The 

structure of the LowUIR is as shown in Fig. 1. 

 
Fig. 1. Structure of the LowUIR 

Fig. 2 is a result of the binary lifting of the ‘xor’ 

instruction in MIPS I architecture. It starts with 

‘IsMark’ and ends with ‘IEMark’ STATEMENT.  

EXPRESSION used by ‘Put’ STATEMENT is 

‘Var’ and ‘BinOp’ in order. BINOP ‘XOR’ used 

in ‘BinOp’ EXPRESSION means that the 

instruction performs xor operation. 

 
Fig. 2. Binary Lifting Result of  

‘xor’ Instruction of MIPS Ⅰ 

3. Proposed Method 

3.1 Process of Classification Method 

This paper derived features that can identify the 

function of instructions from the LowUIR 

generated as a result of the binary lifting by 

B2R2, and proposed automated malicious code 

classification methods. This classification 

method targets the X86-64 and MIPS I 

architecture, which account for about 50% of 

linux malware, and the test environment of B2R2 

is as shown in Table 2. The full process of the 

binary lifting-based linux malware classification 

method proposed by this paper is as shown in Fig. 

3 and detailed process is as follows. 

Table 2. Test Environment of B2R2 

Tool Version Function 

B2R2 0.3.0 Binary Lifting 

.Net Core SDK 3.1 OS Independency 

Ubuntu 18.04 OS 

 

Step 1. Binary Lifting by B2R2  

Binary Lifting is carried out using B2R2 that 

efficiently performs binary lifting and generates 

IR that reflect data flow. The binary code of the 

X86-64 and MIPS I is represented by the same 

format of LowUIR as a result of binary lifting 
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Step 2. Instruction Group Identification 

It is difficult to identify function of instructions 

only with LowUIR generated as a result of binary 

lifting because even instructions with same 

function are expressed in various LowUIR 

STATEMENTs depending on the architectures. 

Thus, instructions performing common function 

[4,5] are classified into the groups of Table 3, 

and features for identifyting each group are 

derived from the LowUIR. Features that can 

identify the instruction group are derived, 

excluding ‘IsMark’ and ‘IEMark’ 

STATEMENTs. 

Table 3.  Groups of Instructions 

Group Name 
Instructions of Archiectures 

X86-64 MIPS Ⅰ 

Data Movement 

cmove, cmovne, 

cmovs, cmovns, 

cmovg, cmovge, 

cmovl, cmovle, 

cmova, cmovae, 

cmovb, cmovbe, 

mov, lea 

mfhim, mflo, lw, 

mtlo, mthi, 

move 

 

Operation 

Binary 

add, adc 
add, addi, addu, 

addiu 

sub, sbc sub, subu 

mul, imul mult, multu 

div, idiv div, divu 

xor xor, xori 

and and 

or or, ori 

Shift 
sal, shl sll, sllv 

shr, shr srl, sra 

Conditional Set 
setl, setnge, setne, 

setnz 
slt, sltu, srl 

Jump 
jmp, je, jz, jns, jg, 

jne, jc, jnc 
jr 

Procedure Call call jal 

 

 Features for Identifying Data Movement  

The LowUIR of the instructions that performs 

the data movement function only include ‘Put’ 

STATEMENT, and EXPRESSION within ‘Put’ 

STATEMENT starts with ‘Var’ and ends with 

‘Var’. Since data movement function can be 

performed in other groups performing other 

function, it is identified as a data movement 

group when it satisfy each features, without 

falling under the other instruction groups. 

 Features for Identifying Operation  

- Binary Operation : The lowUIR of the 

instruction performing binary operation has the 

‘Binop’ EXPRESSION of ‘Put’ STATEMENT 

and has the corresponding operation value as the 

BINOP value : ‘ADD’, ‘SUB’, ‘MUL’, ’DIV’, 

‘SDIV’, ‘XOR’, ‘AND’ and ‘OR’. The 

corresponding BINOP value of the operation is 

used only once, and ‘BINOP’ is not used as 

EXPRESSION within ‘BINOP’ EXPRESSION. 

- Shift Operation : The lowUIR of the instruction 

performing shift operation has the ‘Binop’ 

EXPRESSION of ‘Put’ STATEMENT and has 

corresponding operation value as the BINOP 

value : ‘SHL’, ‘SHR’ 

 Features for Identifying Conditional Set 

The lowUIR of the instruction performing the 

function of setting the value according to the 

conditon has ‘RelOp’ EXPRESSION. 

 Features for Identifying Jump 

The lowUIR of the instruction performing the 

function of jump only has ‘InterJmp’ or 

‘InterCJmp’ STATEMENT. 

 Features for Identifying Procedure Call  

The lowUIR of the instruction performing the 

procedure call starts with ‘Put’ STATEMENT 

and ends with ‘InterJmp’ STATEMENT.  

Fig. 3. Process of Classification Method  
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Step 3. Malware Classification 

Classify linux malware by learning the sequence 

of calls from identified instruction groups using a 

deep learning model. As a result, automated 

classification can be performed based on binary 

code similarity for linux malware in various 

architectures. 

3.2 Performance Comparison 

Various researches have been proposed to deal 

with challenges of linux malware classification 

caused by cross-architecture. However, most of 

them deal with the features of ELF file, not the 

decompiled instruction set [2,6].  

ELF is an executable file of linux OS. However, 

there are challenges of using features of ELF file 

in Linux malware classification. If Header of 

ELF has been modified, ELF file cannot be 

parsed and thereby cannot be analyzed. Also, if  

ELF file has been obfuscated or packed, then  

ELF file cannot be analyzed for linux malware 

classification [1].  

However, by using decompiled instruction set on 

linux malware classification, challenges caused 

by ELF file can be handled. CW Tien, SW Chen, 

T Ban and SY Kuo has classified Linux malware 

by using ELF features and decompiled 

instruction set at the same time [7]. However, 

they didn’t identified all instruction functions 

and not all instruction set. However, by using this 

proposed method, all common instruction 

functions of the X86-64 and MIPS I can be 

identified and all instruction set can be identified 

into proper groups. Thereby, this method can be 

used for cross-architecure linux malware 

classification using instruction set. 

Table 2. Results of Comparison 

Linux Malware Classification 

Research 
Instruction Set Used 

J. Hwang and T. Lee [2] X 

D. Jeon and D. Park [6] X 

CW Tien, SW Chen, T Ban, and 

SY Kuo [7] 
△ 

(Partial Identification) 

Proposed Method ○ 

4. Conclusions 

In this paper, the features that can identify the 

instruction group are derived from binary lifting 

result by B2R2 and it proposed the malware 

classification method that receives them as input. 

Although this paper addressed only the X86-64 

and MIPS I, it is scalable to various architectures 

by applying method presented by this paper to 

other architectures other than X86-64 and MIPS 

I. It is also meaningful that existing binary code 

similarity-based malicious code classifcation 

methods can be used by automatically 

identifying the function of instructions for  

various architectures. 
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