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Abstract 

 
Cloud networks are used to provide a variety of services for various users. As the services provided 

using cloud networks have expanded, the number of service users has increased. Accordingly, various 
resources of users exist in the clouds, and the importance of user authentication to obtain access to 
resources has increased. Furthermore, as many problems of authentication schemes using ID/PW have 
been pointed out, the need of authentication schemes using additional factors to enhance ID/PW has 
increased. Therefore, this paper proposes a user authentication scheme employing fingerprint and 
GPS-based location information along with user ID/PW and analyzes the security of the proposed 
authentication scheme. 
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1. Introduction 
Recently, services provided by  using cloud n

etworks have expanded in diverse areas. Accordi
ng to  Oracle's "Cloud Computing in Financial S
ervices", that cloud services can be used in finan
cial sector, and specifically, it can be used in Ba
nking, Insurance and Analytics areas[1]. Further
more, according to Gartner's "Gartner Top 7 Sec
urity and Risk Trends for 2019, many companies 
have emphasized the importance of cloud platfor
m security as they expand their service offerings 
using cloud platforms[2]. 

Due to such emphasis made on the 
importance of cloud platform security, 
consideration of authentication in cloud services 

has also become crucial. Oracle expected a new f
orm of authentication to replace the password in 
authentication[3], and Gartner expected greater u
se of biometric authentication[4]. Andre van Clif
f et al.'s also suggested the importance of perfor
ming authentication, including user physical loca
tion information, to mitigate vulnerabilities to ac
cess control through logical authentication sche
mes[5]. 

Therefore, this paper propose an 
authentication scheme using biometric 
information, namely, a fingerprint, and location 
information for physical access control in the 
cloud environment. 
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2. 2.  Related Work 

2.1 Shraddha D. Ghorgare et al.’s 
scheme  

Shraddha D. Ghorgare et al., in their study 
“Location Based Authentication: A New 
Approach towards Providing Security,” 
proposed a simple authentication system using 
ID/PW, fingerprint information, and location 
information. The proposed authentication system 
consists of the registration and login phases, and 
the sequence of operation is as follows [6]. 

  

 
1) Registration Phase 
Step 1. Enter User ID and Password 
Step 2. Scan fingerprint 
Step 3. Select possible locations from database 
Step 4. Validate and store data 
 
2) Login Phase 
Step 1.  Enter User ID and Password and 
validate it. 
Step 2. If success, scan fingerprint 
Step 3. If success, implicitly check location 
Step 4. If success, grant access 

As such, Shraddha D. Ghogare et al.'s 
presented a simple authentication system using 
fingerprint and location information. 

2.2 Kim’s Scheme 
In the study “Security Enhanced Dynamic ID 

based Remote User Authentication Scheme for 
Multi-Server Environment” Jun-Sub Kim et al.’s 
proposed an authentication scheme in a 
multi-server environments. The proposed 
authentication scheme consist of registration and 

login steps, and performs authentication via a 
user’s ID, Password(PW), random number, and 
server’s random number and key. 

In the registration phase of the proposed 
scheme, the values ܣ௜ =ℎ(ℎ(ܦܫ௜||ܲ ௜ܹ)||ℎ(ܾ^ܲ ௜ܹ) ௜ܤ , = ℎ(ܦܫ||ݔ௜) ௜ܦ , = ℎ(ܦܫ௜||ܲ ௜ܹ)^ℎ(ܤ௜||ℎ(ݕ||ݔ))  and ܧ௜ ((ݕ||ݔ)௜^ℎܤ=  generated by logical operations 
using ܦܫ௜, h(ܦܫ௜||ܹܲ), h(b^ܲ ௜ܹ) are used. 

In the login phase of the suggested scheme, 
the values ܥଵ = ℎ(ܵܦܫ௝||ℎ(ݕ))^ ௜ܰ ଶܥ , =ℎ(ℎ(ܵܦܫ௝|หℎ(ݕ)൯|| ௜ܰ)^ܧ௜ ଷܥ , =ℎ(ܧ௜||ℎ(ܵܦܫ௝|หℎ(ݕ)൯|| ௜ܰ)^ܦ௜ ସܥ , =ℎ(ℎ(ܾ^ܲ ௜ܹ)||ܦܫܥ௜||ܦ௜||ܧ௜|| ௜ܰ) ହܥ . =ℎ(ܾ^ܲ ௜ܹ)^ ௜ܰ^ ௝ܰ ଺ܥ , =ℎ(ℎ(ܾ^ܲ ௜ܹ)|ℎ(ܦܫ௜||ܲ ௜ܹ)||ܵܦܫ௝|| ௜ܰ) ଻ܥ , =ℎ(ℎ(ܾ^ܲ ௜ܹ)||ℎ(ܦܫ௜||ܲ ௜ܹ)||ܵܦܫ௝|| ௝ܰ) are used. 

Specific sequence of operations is as 
follows[7]. 

  

Fig. 1. Shraddha D. Ghorgare’s Scheme 

Fig. 2. Kim’s Scheme Registration Phase

Fig. 3. Kim’s Scheme Login Phase
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3. 3. Proposed Scheme 
By using fingerprint information, 

authentication is possible through fingerprint, 
which is a special value of the user, and is 
resistant to Guessing Attack[8]. Furthermore, 
everyone has unique fingerprint information, 
therefore, a system can identify respective 
objects [9] and deal with problems such as 
leaking and forgetting PW, which are 
vulnerabilities of the ID/PW-based 
authentication scheme [10]. 

As the location information is used, 
PW/Current Location two information is 
required, making it difficult to attack, and 
generating keys through various combinations of 
information, including PW/Current Location[11]. 
In addition, vulnerabilities such as weak PW 
selection in ID/PW-based authentication 
schemes can be coped with[12], and 
location-based physical access control can 
mitigate threats such as access bypass using 
logical access control security vulnerabilities[5].  

Based on these characteristics, we would like 
to suggest authentication schemes in the cloud 
environment using fingerprint and location 
information.  

 

3.1 Fingerprint and Location based 
Authentication Scheme 

In this paper, we propose a fingerprint and 
location information-based authentication 
scheme to be used in the cloud environment. It is 
constructed based on the concept of the 
registration and login phases of the system 
proposed by Shraddha D. Ghorgare et al. in their 
study, as described in Section 2.1. 

The authentication scheme proposed in the 
present paper consists of a basic module that 
performs the basic computation of a user 
information, an FP module that collects the 
fingerprint information, a GPS module that 
collects the location information, and an 
authentication server that performs the 
authentication. Furthermore, this scheme 
performs the registration and login phases. The 
detailed process of authentication is provided in 
the following subsection. 
 
3.1.1 Registration Phase 
 Step 1. Input ID,PW 
In the user’s basic module, ID and PW are 
entered and a random number ܽ  is generated. 
Furthermore, this value is used to generate ℎ(ܦܫ||ܹܲ), ℎ(ܹܲ||ܽ). 
 Step 2. Send Credential Parameter 
User’s Basic module sends ID,  

Fig. 4. Registration Phase 
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ℎ(ܦܫ||ܹܲ), ℎ(ܹܲ||ܽ) values to Auth Server.  
 Step 3. Compute ࢏࡭,  ࡰࡵࢁ
Auth Server generates Masterkey k, random 
number b. Use these values to compute ܷܦܫ =ℎ(ܦܫ||ℎ(ܾ)) ௜ܣ , = (ܾ||݇)ℎ	^	ܦܫܷ  and send ܣ௜, ℎ(ܾ) values to the Basic module of the user.   
 Step 4. Get Auth Server’s Parameter 
User’s Basic module stores ܣ௜, ℎ(ܾ) , and 
computes the ܷܦܫ  to obtain the paramter 	ℎ(݇||ܾ), which is the auth server’s parameter.  
 Step 5. Scan Fingerprint 
User’s FP module obtains  the fingerprint 
information(݂݌) of the User and sends it to the 
Basic module of the User and to the Auth server.  

 Step 6. Get Fingerprint 

Auth Server obtains ݂݌, which is the fingerprint 
information of the User.  
 
3.1.2 Login Phase 
 Step 1. Compute User’s Parameter 
User’s Basic module generates random number ௜ܰ  and computes parameters ܮଵ = ℎ(݇||ܾ)^ ௜ܰ, ܮଶ = ℎ(ℎ(݇||ܾ)||	 ௜ܰ)^ܣ௜. 
 Step 2. Scan Fingerprint 
User’s FP module obtains the User’s fingerprint 
information ݂݌௟௜௩௘ and sends ݂݌௟௜௩௘ to the User’s 
Basic module. 

Fig. 5. Login Phase 
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 Step 3. Compute User’s Fingerprint 

Parameter 
User’s Basic module generates ܤ௜ =ℎ(݂݌௟௜௩௘|| ௜ܰ) ଷܮ , = ℎ(ܣ௜||ℎ(݇||ܾ)|| ௜ܰ)^ܤ௜ 
using the received ݂݌௟௜௩௘. 
 Step 4. Get User’s GPS Information 
User’s GPS module sends GPS information ܲܩ ௟ܵ௜௩௘ to the Auth Server. 
 Step 5. Compute User’s GPS Parameter 
Using the received ܲܩ ௟ܵ௜௩௘ , the Auth Server 
computes ܥ௜ = ܲܩ	 ௟ܵ௜௩௘^ℎ(݇||ܾ)  and sends ܥ௜ 
to the User’s Basic module. 
 Step 6. Verify User’s GPS Parameter 
User’s Basic module obtains ܲܩ ௟ܵ௜௩௘  through ܲܩ ௟ܵ௜௩௘ =  ௜^ℎ(݇||ܾ) and verifies if the User isܥ	

in a legitimate position. 
 Step 7. Send User’s Parameter 
User’s Basic module sends the computed ܮଵ, ,ଶܮ   .ଷܮ
 Step 8. Verify User’s Parameter 

① Auth Server obtains User-generated ௜ܰᇱ 
through the operation of  ℎ(݇||ܾ)^ܮଵ 

② Auth Server obtains ℎ(ℎ(݇||ܾ)|| ௜ܰ) through 
the operation of ܮଶ^ܣ௜.  

③ Auth Server computes ℎ(ℎ(݇||ܾ)|| ௜ܰᇱ) 
using ௜ܰᇱ obtained in ① and compres it with ℎ(ℎ(݇||ܾ)|| ௜ܰ) obtained in  ②. 

④ Auth Server obtains ܤ௜ᇱ  through the 
operation of ℎ(ܣ௜||ℎ(݇||ܾ)|| ௜ܰᇱ)^ܮଷ  

⑤ Using ݂݌ and ௜ܰᇱ obtained in the registration 
phase, compare ℎ(݂݌|| ௜ܰᇱ) and  ܤ௜ᇱ to veify 
the fingerprint information of the User. 

 Step 9. Compute Auth Server’s 

Parameter 
Auth Server generates random number ௝ܰ  and ܮସ = ℎ(ݓ݌||ܽ)^ ௜ܰᇱ^ ௝ܰ ହܮ , =ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)|| ௜ܰᇱ) . Send the 
genrated ܮସ, ହܮ  values to the User’s Basic 
module. 
 Step 10. Authenticate Auth Server 

① User’s Basic module obtains ௝ܰᇱ through the 
operation of (ℎ(ܹܲ||ܽ)^ ௜ܰ)^ܮସ  

② User’s Basic module computes ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)|| ௜ܰ)  and 
authenticates the Auth Server by comparing 
it with ܮହ =	ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)|| ௜ܰᇱ)  received 
from Step 9. 

 Step 11. Compute User’s 

Authentication Parameter 
User’s Basic module computes the User’s 
authentication parameter  ܮ଺ =	ℎ(ℎ(ܦܫ||ܹܲ)||ℎ൫ܹܲห|ܽ)หห ௝ܰᇱ൯ and sends it to 
the Auth Server. 
 Step 12. Authenticate User 
Auth Server computes ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)|| ௝ܰ)  and 
authenticates the user by comparing it with ܮ଺ =	ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)|| ௝ܰᇱ)  received by 
Step 11.  
 Step 13. Gernerate Session Key 
User’s Basic module and Auth Server each 
generate the same Seesion Key ܵܭ  using the 
values each have. The User’s Basic module 
computes ܵܭ =ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)||ℎ൫݂݌|| ௜ܰ)|| ௜ܰ|ห ௝ܰᇱ൯  
and Auth Server computes ܵܭ =ℎ(ℎ(ܦܫ||ܹܲ)||ℎ(ܹܲ||ܽ)||	ℎ൫݂݌|| ௜ܰᇱ)|| ௜ܰᇱ|ห ௝ܰ൯, 
and the User and the Auth Server can obtain the 
same Seesion Key. 

3.2 Security Analysis of Proposed 
Scheme   

In this section, the security analysis is 
performed for the authentication scheme 
proposed in section 3.1. 

Backward Secrecy: Even if an attacker 
knows Auth Server’s master key ݔ, it cannot 
know the random number used in the previous 
session. Therefore, it is impossible to generate a 
Session Key ܵܭ identical to that of the previous 
session. 

Replay Attack: Even if an attacker resends ܮଵ, ,ଶܮ ଷܮ	݀݊ܽ  in Step 7, authentication cannot 
be performed because ܮ଺ using the server’s new 
random number ௝ܰ cannot be computed. 

Spoofing Attack : Even if an attacker 
obtains ܮଵ, ,ଶܮ  ଷ from Step 7., it is difficult toܮ
acquires the value because the attacker can not 
know ℎ(݇||ܾ). 

Mutual Authentication : Perform mutual 
authentication of the User and Auth Server 
through ܮହ, ܮ଺ values from Step 9. ~ 12. 

Forward Secrecy : Even if the attacker 
knows the Seesion Key : ܵܭ  of the previous 
session, it cannot know the key that will be 
generated next because ௜ܰ , ௝ܰ  are generated at 
every login operation. 
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4. Conclusions 
This paper proposed an authentication 

scheme using the fingerprint and location 
information for user authentication in a cloud 
network. The proposed authentication scheme 
performs the user authentication in the cloud 
environment, which has been widely used in 
recent years. This authentication scheme 
employs not only ID/PW but also the user’s 
fingerprint and location information, which can 
be used in multi-factor authentication. It utilizes 
the fingerprint information to mitigate security 
threats such as guessing attack, which can occur 
in the user PW-based authentication scheme. In 
addition to such logical access control, an 
enhancement of the authentication scheme 
incorporating the current location information is 
proposed, thereby, providing physical access 
control. 

Furthermore, the security analysis of the 
proposed authentication scheme was performed 
with respect to the backward secrecy, reply 
attack, etc.  

The proposed authentication scheme 
performs the user authentication through an 
authentication server. In reality, however, many 
cloud servers exist to provide cloud services. 
Therefore, the future study will focus on 
developing the fingerprint and location 
information-based authentication with the use of 
multiple cloud servers. 
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