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Abstract

Cloud networks are used to provide a variety of services for various users. As the services provided
using cloud networks have expanded, the number of service users has increased. Accordingly, various
resources of users exist in the clouds, and the importance of user authentication to obtain access to
resources has increased. Furthermore, as many problems of authentication schemes using ID/PW have
been pointed out, the need of authentication schemes using additional factors to enhance ID/PW has
increased. Therefore, this paper proposes a user authentication scheme employing fingerprint and
GPS-based location information along with user ID/PW and analyzes the security of the proposed

authentication scheme.

Keywords: Cloud, Authentication, Fingerprint, GPS

1. Introduction

Recently, services provided by using cloud n
etworks have expanded in diverse areas. Accordi
ngto Oracle's "Cloud Computing in Financial S
ervices', that cloud services can be used in finan
cial sector, and specifically, it can be used in Ba
nking, Insurance and Analytics areas|1]. Further
more, according to Gartner's "Gartner Top 7 Sec
urity and Risk Trends for 2019, many companies
have emphasized the importance of cloud platfor
m security as they expand their service offerings
using cloud platformg[2].

Due to such emphasis made on the
importance of cloud platform security,
consideration of authentication in cloud services

has al so become crucial. Oracle expected anew f
orm of authentication to replace the password in
authentication[ 3], and Gartner expected greater u
se of biometric authentication[4]. Andre van Clif
f et al.'s also suggested the importance of perfor
ming authentication, including user physical loca
tion information, to mitigate vulnerabilitiesto ac
cess control through logical authentication sche

mes[5].
Therefore, this paper propose an
authentication  scheme  using  biometric

information, namely, a fingerprint, and location
information for physical access control in the
cloud environment.

This research was supported by the MSIT (Ministry of Science and ICT), Korea, under the ITRC (Information
Technology Research Center) support program (11 TP-2019-2016-0-00304) supervised by the I TP (Institute for
Information & communications Technology Planning & Evaluation)
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2. 2. Related Work

2.1 Shraddha D. Ghorgare et al.’s
scheme

Shraddha D. Ghorgare et al., in their study
“Location Based Authentication: A New
Approach  towards Providing  Security,”
proposed a simple authentication system using
ID/PW, fingerprint information, and location
information. The proposed authentication system
consists of the registration and login phases, and
the sequence of operation is as follows [6].

User Local Server Mail Server

Wirless Connections '. Connecton Request .

(1] Register U Acknowledge iu

o — Qe U u
(5] LoginfEnter username and passiord) .. ' 4) usemame and passwo) I '
-— - L —

‘ I (5) Usemame and Fasswnrd authenticated ‘ ‘

fingerprint
Device

-{ 6PS Device

Fig. 1. Shraddha D. Ghorgare’ s Scheme

6] S¢an Thumb

(7) Send Location

{8) Fingerprint and location aut

1) Registration Phase

Step 1. Enter User 1D and Password

Step 2. Scan fingerprint

Step 3. Select possible locations from database
Step 4. Validate and store data

2) Login Phase
Stepl. Enter User ID and Password and
validate it.
Step 2. If success, scan fingerprint
Step 3. If success, implicitly check location
Step 4. If success, grant access

As such, Shraddha D. Ghogare et a.'s
presented a simple authentication system using
fingerprint and location information.

2.2 Kim’s Scheme

In the study “ Security Enhanced Dynamic ID
based Remote User Authentication Scheme for
Multi-Server Environment” Jun-Sub Kimet a.’s
proposed an authentication scheme in a
multi-server  environments. The proposed
authentication scheme consist of registration and

login steps, and performs authentication via a
user's ID, Password(PW), random number, and
server’s random number and key.

In the registration phase of the proposed
scheme, the values A =
h(h(ID;||PW))||h(b"PW;) , B; = h(x||ID;) ,
D; = h(ID;||[PW)"h(B;||h(x|ly)) and E; =
B;"h(x||y)) generated by logical operations
using ID;, h(ID;||PW), h(b"PW;) are used.

In the login phase of the suggested scheme,
the values C; = h(SID;||lh(Y)"N; , C, =

h(h(SIDj”h(.V))”Ni)AEi , C; =
h(E;||R(SID;||h(»))|IN)"D; , C, =
h(h(b"PW))I||CID;||D;||E;||N;) . Cs =
h(b"PW;)"N;"N; , Ce =

h(h(b"PW)|RUD;|IPWOIISID;|IND G =
h(h(b"PW;)||h(ID;||PW)||SID;||N;) are used.

Specific sequence of operations is as
follows 7].

U R¢

Select D, PW;
Generate Nonce =b
Compute h(ID;|PW;),(b"PW;)

Compute 4;,B;, D;, E;

A, = WH(ID, [PW,)[[(*PH)
B; = h(x||iD)

D, = WD, [PW) (B h(x )
E; = B;*h(xlly)
Smartcard[d; D; E,h(),h(y)]

1D; ID{IPW;), h(bPW;)

Smartcard

Smartcard[A; D, E, b, h(), h(y)]

Fia. 2. Kim's Scheme Reaistration Phase
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Conprite RITD, || PWFLh{* P, LA;
A= A(D P 0PR)
E‘betk 434
0, £,6,0,0, Compute, B, 0y £
=
2 108 {IN)
Smarteard[d, D; E, b (1 biy)
£, = hi ‘:|mm P10, ¥
05
Compute
¥= hib P W
¢, = h{hib'PW, \Hhm [ pwfsny \|\
Check: [ 20
Compue Cx
C; = hih(h P RCID, [PW 81D 0y
G Compute 0y
G = hih(b"PH IR {ID, |PW;) 1SID, 1Y
Cheek: ;3 ¢,
ComputeSK = AP0, ) 510, ¥, ) Compute Sk = ("W (13, [PW) 5104 )

Fia. 3. Kim's Scheme Loain Phase
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Auth Server

| L=y

Input ID,PW
Generate Nonce=a
Compute h(ID||PW),h(PW||a)

ID, h(ID||PW), h(PW||a) | GetID,h(ID||PW),h{PW||a)
Generate Masterkey =k, Nonce = b
Compute UID, A;

UID = h(ID||h(b))

A; = UID " hik||b)

Store A,h(b)

Compute UID = h(ID||h(b))
Compute UID*4;

Get h(k||b)

Scan
Fingerprint fp

fr

fr
Get Fingerprint fp

Fig. 4. Registration Phase

3. 3. Proposed Scheme

By using fingerprint  information,
authentication is possible through fingerprint,
which is a specia value of the user, and is
resistant to Guessing Attack[8]. Furthermore,
everyone has unique fingerprint information,
therefore, a system can identify respective
objects [9] and deal with problems such as
leaking and forgetting PW, which are
vulnerabilities of the | D/PW-based
authentication scheme [10].

As the location information is used,
PW/Current Location two information is
required, making it difficult to attack, and
generating keys through various combinations of
information, including PW/Current Location[11].
In addition, vulnerabilities such as weak PW

selection in ID/PW-based authentication
schemes can be coped with[12], and
location-based physical access control can

mitigate threats such as access bypass using
logical access control security vulnerabilities5].

Based on these characteristics, wewould like
to suggest authentication schemes in the cloud
environment using fingerprint and location
information.

3.1 Fingerprint and Location based
Authentication Scheme

In this paper, we propose a fingerprint and
location  information-based  authentication
scheme to be used in the cloud environment. It is
constructed based on the concept of the
registration and login phases of the system
proposed by Shraddha D. Ghorgare et al. in their
study, as described in Section 2.1.

The authentication scheme proposed in the
present paper consists of a basic module that
performs the basic computation of a user
information, an FP module that collects the
fingerprint information, a GPS module that

collects the location information, and an
authentication server that performs the
authentication.  Furthermore, this scheme

performs the registration and login phases. The
detailed process of authentication is provided in
the following subsection.

3.1.1 Registration Phase

® Step 1. Input ID,PW

In the user's basic module, ID and PW are
entered and a random number a is generated.
Furthermore, this value is used to generate
h(ID||PW), h(PW||a).

® Step 2. Send Credential Parameter
User's Basic module sends ID,
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| User |
! |
1| BasiC FP GPS 1
e Jd_ L1 | ! Auth Server
Generate Nonce = N;
ComputelL,, L,
Ly = h(k||b) " Ny Scan
L, = h(h(k||D)|| N;) ~ 4;
2 = h(h(k||b)|| N;) * A; Fing int fpi,
C te B, L. N
_om]m B Puive Get Location Information
B; = h(fpive|IN;) GPS).
Ly = h(4;||h(k||B)|| N) " B; five
Compute C; = GPS};,. Lo
C; = GPSype"h(k||D)
C;
Compute GPSy,,. = C;/*h(k||b)
Get GPSy;,.
Check Location in User side
Ly Ly Ly Compute h(k||b) "Ly
Get N;
Compute Ly " A;
Getn(n(kIn)|| )
Compare h(h(k||b) IV R(h{] b)) N, )
Verify N;
Compuite h(A;|[R(k||D)]IN) * Lg
Get B!
Compute h(fp|IN;)
Compare hifp|IN)Z B!
Verify fpiive
Generate Nonce = N;
Compute L, fo send N;
Compute Ls to Authenticate Auth Server
L, = h(pw|[a) "N, N,
Ls = h(h(ID||PW)|| n(PW|la)||N)
Ly Ls
Compute N, = (h(PW||a) " N;) * Ly
Get N; from L,
Compare h(h(ID||PW)||R(PW||a)||N;)Z Ls)
Authenticate Auth Server
Compute Lg to Authenticate User
Lg = h(R(ID|[PW)||h(PW||a)||N})
Lg ,
Compare h(h(ID||PW)||R(PW||a)||N;) £ Lg
Authenticate User
Compute Session Key SK Compute Session Key SK
SK = h(h{ID||IPW)|[R(PW1|a)|Ih(fp|IN?)||N:|[N}) SK = h(h(ID||PW)|IR(PW||a)||R(Fp|IND|N;|IN;)

Fig. 5. Login Phase

h(ID||PW), h(PW||a) valuesto Auth Server.

® Step 3. Compute A; UID

Auth Server generates Masterkey k, random
number b. Use these values to compute UID =
h(ID||h(b)) , A; =UID " h(k||b) and send
A;, h(b) vauesto the Basic module of the user.

® Step 4. Get Auth Server’ s Parameter
User's Basic module stores A;, h(b) , and
computes the UID to obtain the paramter
h(k]||b), which isthe auth server’s parameter.

® Step 5. Scan Fingerprint

User's FP module obtains the fingerprint
information(fp) of the User and sends it to the
Basic module of the User and to the Auth server.

® Step 6. Get Fingerprint
Auth Server obtains fp, which isthe fingerprint
information of the User.

3.1.2 Login Phase

® Step 1. Compute User’ s Parameter
User's Basic module generates random number
N; and computes parameters L, = h(k||b)"N;,
L, = h(h(k||b)|| N)"A;.

® Step 2. Scan Fingerprint

User’'s FP module obtains the User’ s fingerprint
information fp;;,. and sends fp;;,,. totheUser’s
Basic module.
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® Step 3. Compute User’ s Fingerprint

Parameter
User's Basic module generates B; =
h(FpuivelIN)) . Lz = h(A;||h(k|[D)|IN:)"B;

using the received fp;pe-

® Step 4. Get User’ s GPS Information
User's GPS module sends GPS information
GPS;,e to the Auth Server.

® Step 5. Compute User’ s GPS Parameter
Using the received GPS;;,., the Auth Server
computes C; = GPS;,. h(k||b) and sends C;
to the User’ s Basic module.

® Step 6. Verify User’ s GPS Parameter
User's Basic module obtains GPS;;,. through

GPSyiye = C;"h(k||b) and verifiesif the User is
in alegitimate position.

® Step 7. Send User’ s Parameter

User's Basic module sends the computed

Ly, Ly, Ls.

® Step 8. Verify User’ s Parameter

@ Auth Server obtains User-generated N/
through the operation of h(k||b)"L,

@ Auth Server obtains h(h(k||b)||N;) through
the operation of L,"A4;.

@ Auth Server computes h(h(k||b)||N;)
using N/ obtained in (D and compres it with
h(h(k||b)||N;) obtainedin @.

@ Auth Server obtains B] through the
operation of h(A4;||h(k||b)||N/) L4

® Using fp and N/ obtained in the registration
phase, compare h(fp||IN;) and B; to veify
the fingerprint information of the User.

® Step 9. Compute Auth Server’ s
Parameter

Auth Server generates random number N; and

Ly = h(pw||a)"N;"N; : Ly =

h(h(ID||PW)||R(PW||)|IN{) . Send the

genrated L,,Lg values to the User’'s Basic
module.

® Step 10. Authenticate Auth Server

@ User's Basic module obtains N; through the
operation of (h(PW||a)"N;) L,

@ User's Basic module computes
h(h(ID||PW)||R(PW||@)|IN;) and
authenticates the Auth Server by comparing
it with L =
R(h(ID||PW)||R(PW||@)||N])  received
from Step 9.

® Step 11. Compute User’ s
Authentication Parameter
User's Basic module computes the User's
authentication parameter Le =
h(h(ID||PW)||R(PW ||a)||N/) and sends it to
the Auth Server.
® Step 12. Authenticate User
Auth Server computes
h(h(ID[|PW)]|R(PW||@)||N}) and
authenticates the user by comparing it with L =
h(h(ID||PW)||R(PW||a)||N/) received by
Step 11.
® Step 13. Gernerate Session Key
User's Basic module and Auth Server each
generate the same Seesion Key SK using the
values each have. The User's Basic module
computes SK =
h(h(ID|[PW)||h(PW [|)||R(fpIIN)IIN;I|N})
and Auth Server computes  SK =
h(h(ID||PW)[|R(PW||a)|| h(fpIINDIIN/I|N;),
and the User and the Auth Server can obtain the
same Seesion Key.

3.2 Security Analysis of Proposed
Scheme

In this section, the security analysis is
performed for the authentication scheme
proposed in section 3.1.

Backward Secrecy: Even if an attacker
knows Auth Server’s master key x, it cannot
know the random number used in the previous
session. Therefore, it isimpossible to generate a
Session Key SK identical to that of the previous
session.

Replay Attack: Even if an attacker resends
Li,Ly,and L in Step 7, authentication cannot
be performed because L using the server’'s new
random number N; cannot be computed.

Spoofing Attack : Even if an attacker
obtainsL,, L,, L; from Step 7., it is difficult to
acquires the value because the attacker can not
know h(k||b).

Mutual Authentication : Perform mutual
authentication of the User and Auth Server
through Ls, L values from Step 9. ~ 12.

Forward Secrecy : Even if the attacker
knows the Seesion Key : SK of the previous
session, it cannot know the key that will be
generated next because N;, N; are generated at
every login operation.
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4. Conclusions

This paper proposed an authentication
scheme using the fingerprint and location
information for user authentication in a cloud
network. The proposed authentication scheme
performs the user authentication in the cloud
environment, which has been widely used in
recent years. This authentication scheme
employs not only ID/PW but also the user's
fingerprint and location information, which can
be used in multi-factor authentication. It utilizes
the fingerprint information to mitigate security
threats such as guessing attack, which can occur
in the user PW-based authentication scheme. In
addition to such logical access control, an
enhancement of the authentication scheme
incorporating the current location information is
proposed, thereby, providing physical access
control.

Furthermore, the security analysis of the
proposed authentication scheme was performed
with respect to the backward secrecy, reply
attack, etc.

The proposed authentication scheme
performs the user authentication through an
authentication server. In reality, however, many
cloud servers exist to provide cloud services.
Therefore, the future study will focus on
developing the fingerprint and location
information-based authentication with the use of
multiple cloud servers.
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