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Abstract 

 
A suspected copyright infringement site, which is suspected of illegally sharing copyrights and violating 

copyright holders’ rights, is monitored by the Korea Copyright Protection Agency to reduce copyright 

holders’ damage and protect copyright. However, suspected copyright infringement site bypass 

monitoring by using new domains to change their access address. Therefore, efficient monitoring of 

suspected copyright infringement sites requires predictions of new domains to be created and the 

operation start date of the site using a new domain. However, the frequency from creating new domains 

to operating sites varies from site to site. Also, it is difficult to identify the duration of the closed site, 

which has a previous domain, because it is no longer accessible. However, you can determine the start 

date of the operation by using an index search which prints the posting date of sub-webpages. Also, as 

suspected copyright infringement site follows the rule of creating a domain, the new domain can be 

predicted. Therefore, in this paper, we increase the efficiency of monitoring by proposing a method of 

predicting new domain and the start date of operation by utilizing the results of the index search. 
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1. Introduction 

Copyright infringement sites illegally share 

works without permission from copyright 

holders. As the demand for copyright 

infringement sites continues to grow, with free 

access to copyrighted works, the extent of 

copyright holders’ damage is also increasing.  

A site that is suspected of illegally sharing works 

and needs to be monitored is called a suspected 

copyright infringement site. To block the 

operation of suspected copyright infringement 

sites and the use of a site by users, the Korea 

Copyright Protection Agency lists the domains of 

suspected copyright infringement sites and 

monitors those domains continuously [1].  

Copyright infringement site has steps over time 

which is defined as lifecycle to respond to 

monitoring. Suspected copyright infringement 

site responds to monitoring by blocking access 

requests or performing redirection to another site. 

Also, it responds to monitoring by changing the 

access address to a new domain. However, even 

if a suspected copyright infringement site block 

access requests, monitoring can be carried out by 

bypassing them using VPN, etc. Also, if a 

suspected copyright infringement site is 
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redirected to another site after a request for 

access, monitoring can be performed by 

analyzing the response domain.  

However, if a suspected copyright infringement 

site creates a new domain and uses it to operate 

the site, it will be difficult to secure a target 

domain to monitor. Monitoring can be carried out 

quickly if the new domain of the suspected 

copyright infringement site and the operation 

start date of the site using it can be predicted. 

Each site has a difference in the cycle from the 

creation of a new domain to the start date of the 

site’s operation, which can be predicted from the 

start date of previous domain operations. 

However, it is difficult to obtain information 

about the operation start date of the previously 

closed domain using a search. Although, you can 

obtain a variety of information within sub-

webpages of the site which is already closed by 

using index search. Thus, it is possible to predict 

a new domain based on the domain creation rules 

of copyright infringement sites and to predict the 

operation start date based on index search results. 

Accordingly, in this paper, the monitoring 

response techniques are analyzed through the 

lifecycle of the suspected copyright infringement 

site, and the domain creation rules and index 

search results of the suspected copyright 

infringement site are analyzed in Chapter 2. In 

Chapter 3, we propose a method to predict new 

domain, creation date, and operation start date 

using domain history and finally concludes in 

Chapter 4. 

 2. Related Works 

2.1 Analysis of Lifecycle Model 

The lifecycle model for suspected copyright 

infringement sites is defined as five steps of 

creation, operation, response, change, and 

closure as shown in Table 1 [2]. The creation is 

the step where the domain is first registered and 

the site is created, and the operation is the step 

where the site is operated providing copyright 

infringement contents. The action is a step that 

allows only bypass access to both the latest and 

previous versions of the domain. The change is a 

step when it is redirected to another suspected 

infringement site. Action and change are steps to 

respond to monitoring, but monitoring can be 

performed if you access through VPN or 

response domains are identified. The closure is a 

step where services are no longer provided and 

operations are discontinued. 

 Table 1. Steps of lifecycle model 

 

However, to prepare site blockage and 

monitoring, the suspected copyright 

infringement site creates a new domain and use 

the domain to resume operation of the site. 

Therefore, monitoring suspected copyright 

infringement site requires predicting new 

domains and predicting the start date of operation 

of the sites that use a new domain. 

2.2 Analysis of Rules for Generating 
Domain 

Many suspected copyright infringement sites 

generate new domains by following the rules in 

Fig. 1. A domain consists of a sub-domain and a 

top-level domain, depending on the location of 

the elements created when separate a domain by 

“.”. The element on the right becomes the top-

level domain, and the element on the left 

becomes the sub-domain. There may be several 

sub-domains, and the more they are located on 

the left, the lower the sub-domain. Suspected 

Step Description 

Creation 
The Site is created through domain 

registration 

Operation 
Operators or users provide copyright 

infringement contents 

Action 

Bypass access is available when the 

domain of a suspected copyright 

infringement site is updated to the 

latest version. 
If the domain of a suspected copyright 

infringement site is not updated to the 

latest version, normal access is not 

possible but only bypass access is 

possible. 

Change 

When the domain of the suspected 

copyright infringement site is updated 

to the latest version, it is accessible 

without bypassing it and then 

redirected to another site 
When the domain of the suspected 

copyright infringement site is not 

updated to the latest version, normal 

access is not possible, but only bypass 

access is available and redirected to 

another site 

Closure 
The site does not provide copyright 

infringement contents anymore and no 

more operates the site 
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copyright infringement site generates a new 

domain by changing the top-level domain or 

deleting sub-domain. Also, if a number comes 

before or after a sub-domain, increase the 

number to create a new domain. You can create 

a new domain by mixing two or more of the new 

domain creation rules [3]. Therefore, domain 

generating rules allow you to predict past 

domains or predict new domain. 

2.3 Analysis of Index Search 

The copyright infringement site has a different 

operating cycle for each site. To know the 

operating cycle of a site, you need information 

about the start date of the site’s operation in the 

previous domain. However, for previous 

domains that are currently closed and 

inaccessible, it is difficult to retrieve relevant 

information on the start date of operation. 

However, Google’s index search function allows 

users to collect information on closed sites about 

the start date of the site’s operation in previous 

domains. Google performs indexing on sub-

webpages of multiple domains. Google provides 

an index search with the “site:” operator which 

prints information about the sub-webpage 

indexed [4].  

Suspected copyright infringement site posts the 

name of the post and the date of posting on the 

webpage when uploading the work as shown in 

Fig. 2. The following is a detailed description of 

the information that exists within the result of the 

index search. 

• “:site” Operator  

Perform index search about a domain 

• Search Result   

Saved information when the domain was indexed 

• Sub-webpage  

sub-webpage with URL starting with the 

searched domain 

 
Fig. 2. Result of index search 

• Posting Date  

The Posting date of a work of art in sub-webpage 

with URL starting with the searched domain 

The posting date means that the domain searched 

was operated during the period, so the earliest 

posting date can confirm the operation start date 

of the site using the domain. 

3. Proposed Method 

This chapter proposes a method to predict the 

new domain and the operation start date of the 

site, based on the domain history of the suspected 

copyright infringement site and the cycle of the 

start date of operation utilizing it. 

In section 3.1, We generate a list of domain 

history for suspected copyright infringement 

sites based on domain generation rules. In section 

3.2, we analyze the domain creation date and the 

site’s operation start date for the domain change 

list. Based on this, in section 3.3, we propose a 

method to predict the new domain, the creation 

date of it, and the start date of site operation using 

it. Details of the proposed method are as follows. 

 

 

 

Fig. 1. Rules for generating domain 



400                             Hae-Seon Jeong et al.: Prediction Method for New Domain of Suspected Copyright Infringement Site 

3.1 Generation of Previous Domain 
History  

Create a domain history first to analyze the 

creation dates and start dates of the previous 

domains of suspected copyright infringement site.  

By using the domain creation rules analyzed in 

Section 2.2, we generate a list of possible domain 

changes. The detailed process for creating a 

domain history of a suspected copyright 

infringement sites is as follows. 

Step 1. Decrease/Delete Number in Sub-domain 

The suspected copyright infringement site 

creates a new domain by increasing the number 

in the sub-domain. Therefore, it can be expected 

that a number smaller than the current number in 

the sub-domain exists within the previous 

domain, or that a number does not exist. 

Therefore, the domains created by reducing the 

number in the sub-domain by 1 are added to the 

domain history and the domain that has removed 

the number in the sub-domain also added to the 

domain history as shown in Fig. 3. 

 
Fig. 3. Example of domain history when two sub-

domains are present in the current domain 
 

Step 2. Remove Sub-domain of Left-side 

The suspected copyright infringement site 

creates a new domain when it has one sub-

domain by adding a new sub-domain on the left-

side. Therefore, if two sub-domains exist, it can 

be expected that no sub-domain on the left would 

have existed in the previous domain. Therefore, 

if there are two sub-domains, the domain that has 

removed the sub-domain located on the left-side 

is added to the domain history as shown in Fig. 4. 

 
Fig. 4. Example of Domain history updating 

 

Step 3. Check Top-level Domain 

The suspected copyright infringement site 

creates a new domain by changing the top-level 

domain. Therefore, after combining the top-level 

domains used by suspected copyright 

infringement sites, only the domain where the 

index search results exist is added to the domain 

history as shown in Fig. 5.  

After generating a domain change history 

through the above process, we analyze the 

domain creation date and site operation start date. 

 
Fig. 5. Process of top-level domain check 

3.2 Analysis of Domain Operation Period 

Each suspected copyright infringement site has a 

different cycle from creating a new domain to 

using it for operation. Therefore, to predict the 

operation start date of a site using a new domain, 

an analysis of the domain creation date and the 

start date of operation of the domains in the 

history is required. The detailed analysis process 

for this is as follows. 

Step 1. Check Domain Creation Date 

As the domain creation date can be checked in 

the “Creation Date” of the WHOIS response, we 

request the domain creation date from the 

WHOIS server. The example of Fig. 6 shows that 

the creation date for a domain with increased 

number is up to date. 

 
Fig. 6. Domain creation date in whois response 

 

Step 2. Check Posting Date by Index Search  

By performing an index search with the “:site” 

operator, you can check the posting date of posts 

within the suspected copyright infringement site. 

Therefore, the posting date can be determined by 

matching the regular expression which means the 

date for the index search results. The earliest date 

of the results is identified as the start date of 

operation. 
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3.3 Prediction Method for Next Domain  

Based on the creation date and the operation start 

date of the previous domains, we make 

predictions about the new domain that will be 

created in the future, as well as the creation date 

and start date of operation. We secure the target 

list to monitor first and then monitor a new 

domain during the predicted period. 

When the creation of a new domain is detected, 

we monitor the operation start of the suspected 

copyright infringement site during the predicted 

period. The symbols for predicting the creation 

date of the domain and the operation start date of 

the site are shown in Table 2. The detailed 

process of predicting the method is as follows. 

Table 2. Symbols for prediction of new domain use 

Symbol Description 

𝑁 − 1 The number of previous domains 

𝑖 
The sequence number of a domain  

(1 ≤ 𝑖 ≤ 𝑁 − 1) 

𝑐𝑖 
Creation date of a previous domain 

(1 ≤ 𝑖 ≤ 𝑁 − 1) 

𝑜𝑖 
Operation date of a previous domain  

(1 ≤ 𝑖 ≤ 𝑁 − 1) 

𝑐𝑁 Creation date of a current domain 

𝑜𝑁 
Operation start date of a current 

domain 

𝑐𝑁+1 Creation date of a new domain 

𝑜𝑁+1 Operation start date of a new domain 

𝑐𝑑𝑖 
Difference between the domain 

creation dates, 𝑐𝑖+1 − 𝑐𝑖 

𝑜𝑑𝑖 

Difference between the domain 

creation date and the operation start 

date, 𝑐𝑖 − 𝑜𝑖 

𝑚𝑐 Mean of  𝑐𝑑𝑖, 
∑ 𝑐𝑑𝑖𝑖=𝑁−1

𝑖=1

𝑁−1
 

𝑚𝑜 Mean of  𝑜𝑑𝑖 ,
∑ 𝑜𝑑𝑖𝑖=𝑁

𝑖=1

𝑁
 

𝜎𝑐 

Standard deviation of 𝑐𝑑𝑖, 

√∑ (𝑐𝑑𝑖
𝑖=𝑁−1
𝑖=1 −𝑚𝑐)

𝑁−1
 

𝜎𝑜 

Standard deviation of 𝑜𝑑𝑖, 

√∑ (𝑜𝑑𝑖
𝑖=𝑁
𝑖=1 −𝑚𝑜)

𝑁
 

𝑃𝑐 
The predicted range of 𝑐 𝑁+1  

(𝑐𝑁 ≤ 𝑃𝑐 ≤ 𝑐𝑁 + 𝑚𝑐 + 𝜎𝑐) 

𝑃𝑜 
The predicted range of 𝑜 𝑁+1  

(𝑐𝑁+1 ≤ 𝑃𝑜 ≤ 𝑐𝑁+1 + 𝑚𝑜 + 𝜎𝑜) 

Step 1. Predict New Domain List  

The process of creating a new domain list is 

similar to the process of creating a domain 

history in Section 3.1. Generate a list of new 

domains, by increasing the current number 

𝐴 (1 ≤ 𝐴)  in the sub-domain numbers from 

𝐴 +1 to 𝐴 +10. If there are two sub-domains, 

add a new domain that removed the left-side sub-

domain to the new domain list. Next, for each 

new domain, the domains created by changing 

the top-level domains used by suspected 

copyright infringement sites are added to the new 

domain list. 

Step 2. Predict Domain Creation Date 

For the history domain changes of one suspected 

copyright infringement site, obtain the mean 
(𝑚𝑐)  of the differences (𝑐𝑑𝑖)  between the 

domain creation dates(𝑐𝑖)and obtain the standard 

deviation (σc) , which is the average for the 

difference between 𝑐𝑑𝑖 and 𝑚𝑐. The new domain 

creation date (𝑐𝑁+1)  may be the same as the 

current version of the domain creation date (𝑐𝑁), 

and there is a high probability that a new domain 

will be created for a period up to 𝑐𝑁 + 𝑚𝑐 + σc 

based on the domain history. Therefore, the 

period from 𝑐𝑁  to 𝑐𝑁 + 𝑚𝑐 + σc  is set to the 

predicted range of new domain creation date(𝑃𝑐). 

We monitor the creation of a new domain 

through WHOIS for the period corresponding to 

𝑃𝑐 . If the new domain creation is detected, 

monitor the start of site operations using the new 

domain through the following process. 

Step 3. Predict the Operation Start Date 

If creation of the new domain is detected, the site 

operation is monitored for a period of that range 

by predicting the scope of the start date of the 

site’s operation. 

For the history domain changes of one suspected 

copyright infringement site, obtain the mean 
(𝑚o) of the differences(𝑜𝑑𝑖) between the domain 

creation date(𝑐𝑖) and the operation start date(𝑜𝑖) 

and obtain the standard deviation(σo), which is 

the average for the difference between 𝑜𝑑𝑖  and 

𝑚𝑜. The operation start date of the new domain 

(𝑜𝑁+1) may be the same as the creation date of 

the new domain (𝑐𝑁+1) , and there is a high 

probability that the operation start date of the 

new domain will be created for a period up 

to  𝑜𝑁 + 𝑚𝑜 + σo  based on the domain history. 

Therefore, the period from 𝑐𝑁+1 to 𝑐𝑁+1 + 𝑚𝑜 +
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σo is set to the predicted range of operation start 

date of the new domain(𝑃𝑜). We monitor and 

detect the operation start through characteristics 

of the suspected copyright infringement sites.  

4. Conclusion 

The suspected copyright infringement site 

responds to monitoring by generating a new 

domain and using it as an access address for the 

site. Thus, to monitor suspected copyright 

infringement sites efficiently, new domain and 

operation start date using it must be predicted. 

In this paper, we predicted a new domain name 

through the rules for generating domain and 

predicted the new domain creation date and the 

operation start date by using result of index 

search. 

By using this prediction method, we can quickly 

detect the start of a suspected copyright 

infringement site operation using the new 

domain. Thereby, we can minimize the 

unauthorized work-sharing and the resulting 

damage to copyright holders.  

In the future, we suppose to improve the accuracy 

of previous domain history by subdividing the 

rules for adding sub-domain when forming a new 

domain. Also, we plan to experiment on the 

proposed prediction method to verify the 

predicted results. 
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