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Abstract 

 
Recently, many users download and use digital content that is not allowed to be distributed without 
permission through the Internet. However, users are not aware that downloading such files could 
include malicious data, leading to several cases where many of their files are infected by malicious 
codes such as ransomware. The Sodinokibi, which had spread since April 2019, was an advance from 
the existing GANDCRAB and attacked by encrypting the victims' data and demanding the cost for the 
restoration. In this paper, for a prompt response to these ransomware attacks, we compare the 
dissemination, encryption, and operation of the two ransomware and describe the changes in the 
ransomware. 
 
 
Keywords: Ransomware, Characteristic Analysis 
 

1. Introduction 
    The size of the paid digital content market is 
expected to grow gradually[1]. However, about 
30% of digital content users illegally download 
and use content[2], which causes many damages 
by the use of such illegal contents. Typically, 
there are cases where Sodinokibi Ransomware 
disguised as video downloader utility was 
distributed through phishing sites and others[3]. 
Various ransomware that was distributed with 
Sodinokibi caused damage[4], Several studies 
have been conducted to counter this[5]. 
Therefore, in this paper, we would like to 
compare and analyze GANDCRAB and his 
variant, Sodinokibi, for the detection of 
new/modified ransomware. In this paper, each 
Ransomware is described in Chapter 2, 
compared and analyzed in Chapter 3, and finally 
concluded. 

2. Related Works 

2.1 Ransomware 
    Ransomware is malicious software that, along 
with its execution, requires costs to disable and 
restore a computer function[6]. 

2.2 GANDCRAB 
GANDCRAB is a ransomware that has spread 

since January 2018. As shown in Fig. 1. below, 
The ransomware was distributed through e-mail, 
web servers, seized web pages, and malvertising 
and users' files were not available through 
encryption using various methods[7]. 
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Fig. 1. Distribution and operation of 

GANDCRAB ransomware 

2.3 Sodinokibi 
Sodinokibi is a ransomware which first began to 

spread in April 2019, and is one of the ransomware 
that is currently causing a lot of damage at home 
and abroad. Also, the Ransomware infected PCs 
using managed services[8] through vulnerability 
attacks such as CVE, and the privilege escalation 
vulnerability attacks disabled and deleted anti-virus 
programs in the target environment to enable the 
attack to be carried out[9]. 

 
Fig. 2. Distribution and operation of Sodinokibi 

ransomware 

3. Comparative Analysis  
Table 1. specific features of each ransomware 

 GANDCRAB Sodinokibi 

Dissemination 

E-mail 
Web Server 
Web page 

Malvertising 

E-mail 
Web Server
Web page 

Malvertising
Managed 
Service 

Operation 
File 

encryption 

File 
encryption, 

CVE 

Encryption 
AES-CBC, 
RSA-2048, 

Salsa20 

Curve25519, 
SHA3-256, 
AES-CFB 

 
The characteristics between GANDCRAB and 

Sodinokibi can be seen in Table 1 above. The 
above comparison shows that the distribution 
using the managed service, the vulnerability 
attack using CVE, the encryption using 
Curve25519, an asymmetric elliptic curve cipher 
was carried out. 

4. Conclusions 
In this paper, the characteristics of 

GANDCRAB and Sodinokibi and the methods of 
dissemination, operation, and encryption were 
compared and analyzed. This has led to changes in 
the process of the emergence of new ransomware. 

In the future, we will research detection 
methods through the extraction of features of 
new/modified ransomware. 
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