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Abstract 

 
Technological advances have led to the emergence of various services aimed at ensuring the 

convenience of the users of connected cars, such as autonomous vehicles and smart cars. The 
development of connected cars has transformed consumer activities in various ways. Online payment 
services have been introduced to vehicles, and connected car commerce services, which are new 
financial technology (fintech) platforms that enable drivers to make payments and use services without 
alighting from their cars, or bringing out their wallets, have emerged. These services have the potential 
to make the use of takeout services, fueling, and parking more convenient. However, new security 
threats are anticipated, because of the inclusion of the payment information in these vehicles. Therefore, 
this study aims to analyze these possible security threats and the corresponding countermeasures. 
 
 
Keywords: FinTech, Connected Car Commerces, Security Threats, Countermeasure. 
 

1. Introduction 
According to BI Intelligence, a market 

research company, approximately 94 million 
connected cars will be produced worldwide in 
2020[1]. The consistent increase in the number 
of connected cars and advances in related 
technologies have given rise to connected car 
commerce, a payment system using cars. 
According to Juniper Research, the connected 
car commerce market size is projected to reach 
approximately 49 billion by 2022, and the 
consumption per connected car commerce 
platform will exceed 100 billion[2]. The 
implication of this is that security attacks on the 
platform may cause severe damage. 

Therefore, in this study, possible security 
attacks in connected car commerce and 
corresponding countermeasures were proposed.  

 

2. Related Works 
2.1 Operating Principle of Connected Car 
Commerce 

Connected car commerce refers to a payment 
service in which a vehicle is made a payment 
platform through the assignation of a digital ID 
linked to a payment method to it. Fig. 1 is the 
flowchart of the connected car commerce. 
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Fig. 1.  Flow chart of Connected Car Commerce 

 
A unique digital ID is assigned to the vehicle. 

When the user orders food, or makes a 
reservation for fueling using wireless 
communication, the vehicle’s location is 
determined using a GPS module. The employee 
who receives the order can calculate the time 
required to provide the service, making it 
possible to provide efficient services. The user’s 
arrival at the store or service point can be 
confirmed using a receiver that can recognize 
digital ID. Payment for the service can then be 
made from the vehicle using Bluetooth low 
energy (BLE) geofencing. 

 
2.2 Popular Use Cases of Connected Car 
Commerce 

Recent research shows a growing preference 
for non-contact payment methods among 
consumers[3]. This study analyzed the popular 
use cases of connected car commerce involving 
non-contact payment methods. 

A. Parking payment 
IoT-based parking stations can secure available 

space using OTA(Over the Air) technology, and 
transfer data to onboard vehicle systems[4]. 
B. Gas station payment 

When a vehicle with a digital ID enters a gas 
station, the preset fuel cost is automatically paid, 
and an attendant pumps the corresponding 
amount of fuel[5]. 
C. Drive-through 

Rather than paying fast-food staff through the 
window, orders can be placed, and payments 
made via voice commands while driving. 

 

3. Analysis of Security Threats  
3.1 Fake Store 

Below is the depiction of the man in the 
middle attack, one of the possible security threats 
to connected car commerce. 
 

 
Fig. 2.  Converting original map to fake map 

For instance, an attacker can create a fake 
store, and upload a fake map containing it to the 
navigation system installed in a vehicle. Thus, 
the user passing the vicinity can be defrauded, if, 
led by the fake map, he places an order, and pays 
to the fake store using the connected car 
commerce platform. 

 
3.2 Fraud 

As connected car commerce uses wireless 
communication technologies, such as BLE 
geofencing, NFC, and Bluetooth, if an attacker 
gains control, attacks such as the man in the middle 
attack are possible[6].  
 
3.3 Privacy Problem 

In the process of collecting the location 
information of vehicles, the platform may retain 
payment and vehicle location information that may 
be exploited by platform managers. 
 
 

4. Analysis of Countermeasures 
4.1 Secure communication 

Security measures, such as the construction of 
encrypted communication channels and the 
management of secure keys can counter the 
various threats caused by wireless 
communication. Furthermore, the introduction of 
wireless security systems must be considered. 
 
4.2 Anonymous or Non-Identifiable Data 

The use and storage of anonymous or 
non-identifiable data to ensure individuals 
cannot be identified is one way of solving the 
privacy problem. 
 

5. Conclusions 
As new security threats related to wireless 

communication technology continue to emerge, 
it is necessary to continuously examine the 
vulnerability of connected car commerce, a 
payment method that uses wireless 
communication, and make efforts to promptly 
counter these threats.  

Therefore, this study analyzes the possible 
security threats to the connected car commerce 
platform and corresponding countermeasures.  
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