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Ticket—-Based Authentication Scheme in Cloud Environments

Jeong-Seok Jo*, Deuk-Hun Kim®, Jin Kwak™

*[SAA Lab., Department of Computer Engineering, Ajou University.
x*Department of Cyber Security, Ajou University.

Qo
Zopos YEgal tes Aus TS 98] oo Az ZAFh ok Eald,
ez AL e b ZobshE A, cheket Ao A e AbEA 91l Wa Fade]l Zrbaksich
g Muol Ao ALgxt AZS 9d AEHE IDPW Ju dF W EANSS
Bl o8 SSO 71%d g AZ Mo wa APl the AaAHm ok webA, 2
ER M ZHE AN AR AFS 98, AHEA AR Aue HAL BEH AZ
Ae AN Bt
L A2 B EReME ZeE s7dAe] AR gns
S delan sas A Aw wep BT BRI QS e Adtshg @
= — - [ = = O 1t —_ [} RUn
_ 2.1 At 7
gojelar vk European Banking Authority 2] Exﬂiu 13 B b gm e slas o
“FinTech and cloud in banking”ol] w2W <& qL Lzoﬂjt X]];E »OEjE_ E;t& /j;;j
popl Feps Auaw sggems, way oo U8 % HAE HEW A wsw
Qo] T aE 99 &n ey Bal uao] st} Aok 7HE ARERHUser) 9} Authentication
284 59 FE dud 5 Aok ANsigon, CroA Seved Aeld A €S EE
Aea aze] Fadd deidE emson] ooSon Ker Bh AE el AR,
et AgA AFel Fagel vk, oo D AL AR fpf Auh Sever)
GaItner’L; ID/PWHH ol O}_‘/‘IE}_ /\g;-(ﬂ XJE‘Q]— 7151_0 Q’E‘é‘]‘ﬂ 9}]\]_:‘— Zﬂ?l’ 7]%% A}%X}y /\]_%X],‘O/]
R UL fe] — -
240 Ans Bed A2 B sm gow owD p) R b TAERRE 7S Ak
AITHO] H#35= Auth Server, TS Auje] EAS
O M .
A Q1= ola) ALgAte] A% Aol B AMu|~E AFsHE Resource  Server(RS)Z
- g b o wom FAHS AF vl T} )

II. At 714

S.M. Bellovin, M. Merritt®] “Limitations of

the Kerberos Protocol”dl 4= Kerberos 7] <]

skAl] ois] AAISFE . slE =olAe EA

a4 st AIzE F srIset 22

A28l FA 9} A Password Guessing &7
]

Bt 1S AABIATH3]. olell ti-s-sk7] fal,

[e)
e

B

.

A | EANEANT D ARFAV| D] eHCTS
TAIE] AARS] AR S EISTTP-2019-2016-0-0004)

Step 1. Send Request Message for TGS Ticket
AgAE W NE AR, A4 Wi
A A+ ARE o] &3te] A& 7HRle] B4
#(ur= h(Dih(fplN,)))= A3 set vrel TGS<
ID, 54 F3& AZF #HEZ FA4%E  Request
Message(Req)S Auth Serverol| Al #4:3kt}.
Step 2. Verify User & Send TGS’s Key
and TGS Ticket



User

Compute User Identity UI
Generate Nonce N,

Ul = RUID||R(FPIIN.D)

Compute Ticket Request Msg
Req = Ey,(Ul||IDrgsl|Lifetime)

Auth Server

Req, Exys(Nu)

Eneas (Kres| | Ticketres)

Get Req Param(UI,IDr¢g, LifeTimey)
Compute Dy, ;(Req)

Dyas(Req) = (UIIIrDmIIL ifetime,)
zes, Lifetime

Dyl Ercas (V)
ymfon; ithenticate User

Pt T'
Ticketygs = E,,g m,(llf"lﬂmsl|L!fenmei)

Resource Server

Get Ticket Grant Parameter
Compuute Dy (Exas (Kros||Ticketras))
Get Krgs, Ticketrgs

Compute RS Ticket Grant Parameter (TCKgs)
TCKgs= Exypge(Ul||Ticketres|| IDgs| |Lifetimes)

Expos(Ticketres)

Get Ticketrgs

Compute Dy (Exres(Ticketres))

TCKgs
Get Ticket Request Prameter
TCKas)

IDgg Lifetime,

Co: ITicket, s

a5 (UT||1Dgsl| Lifetime,)

Eiygs (Kas |ITicketzs)
Get Res
Compute Dy, . (E,

Compute RS Key Request Pq
teane = Fxnst O i ket

Esps (Ticketns)

Get Ticketgs
Compute Dy, (Exps(Ticketys))

KReqgs

Get UL Tickeths
Compute Dy (Egps(Ticketzs))
Verify Ticketys
omp:

Compute Us est Msg
KRM = Ey (UI||1Dgs| |Lifetimes)

Verify KRM

Compute Dy (KRM)
Check UIL1Dgg,
Generate K, _gs

Lifetime,

KRM

By (Ko ms)

Exres(Kurs)

(d 1 At 713

Auth  Servert Uras 53l User:
¢1Z3s}a1, User?t Auth ServerA 715 &8sl
TGS 71¢F TGS HAS dFgch sAlel, Auth
Server= A4 gk ElAS TGS°ﬂ Ax &)
Step 3. Send RS Ticket Request Message
Usere Step 2.914 gx3 TGSe 715 &85},
TGSl A Ticket Request MessageE A43Hc},
Step 4. Verify User’s TGS Ticket & Send
RS’s Key and RS Ticket

TGS Step 3.4 FA1g Userd TGS
E|AE ASsta, Userst TGSQ 715 #8359,
RS®] 7|9+ RS HAS AFsch FAld, TGS+
e Bl AS RSoAIE A3t

Step 5. Send RS Key Request Message
User:= RSol| Al Step 4.914 =413 RS9 7=
&83to] RS EJAlS RSol|l Al HdE e,

Step 6. Verify User’'s RS Ticket & Send
Key Request Message

RS+ Userd HAS HFsta
Serverdl Al 71 A4 &4 HIAAE
Step 7. Auth Sever Generate User-RS
Auth Servert Step 6.°14 *’F sk 8%
ur, A w8 A7 FHES %

Z,:/q 3}

s
7 &3t

ne

User?t RSO 71K, p)E A3 Userol Al
ARATNEWE 88l AErh sAlddl, TGSe
715 243 RSoNA 7] K, = D53k

1. 28

2859 AF

2l AR TS S8l 7
TARA] 715 Auth Serverel TGS7F ARdol| 714t
QojoF gt wheba, &S Qbdgt 7] En S
EH S0 9% 7 A WalE ool
[FaE3A]
[1] European Banking Authority,
cloud in banking”, Jul. 2017

ANE AF THe

“FinTech and

[2] Gartner, “Predicts 2019: Identity and
Access Management”, Dec. 2018
[3] SM. Bellovin and M. Merritt, “Limitations

ACM SIGCOMM
Computer Communication Review, Vol. 20,
No.5, pp.119-132, Oct. 1990

of Kerberos Protocol”,



	1페이지 학회정보
	프로그램 조정석
	13-PosterA

