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Improvement of Authentication Protocol for
Preventrion of Credential Stuffing in Cloud
Environment
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“ISAA Lab., Department of Computer Engineering, Ajou University.
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2.2 Lexus Proposed Protocol
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<3t 1> Lexus Protocol Parameters

Parameter Contents
- Randomly Generated
P, P, Large Prime Number at
least 1024-hits
N - Product of the Primes
PxP,
s - Randomly Generated
Number(1<5<N,)
I - [ = S’mod N,
ID-PW Auth
i Auth Proxy —
= Distributed Secrets

Access Token

— Challenge-Response “
Client's Public J

* Composite Number
Verification

(198 2) Lexus Proposed Protocol
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Step 1. ID-PW Auth(Client—Server)

Client7} Serveroll Al ID-PW Authentication Protocold ©]-&

ato] 9158 42838l Access Token 2%
Step 2. Auth Proxy(Client—Proxy)
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A8 Access Tokens &-8-3le] Proxy &S 4
Step 3. Distributed Secrets(Proxy—Client)

Trusted Proxy= 4% A, P, S 37}219] Client's Secrets

2
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Step 4. Access Token(Proxy—Server)

Client®} Server’} ProxyE &35kl Access Tokens ©]8-3]
Proxy S 1%

Step 5. Challenge-Response(Client—Server)

Client®} Proxy 7+¢] Challenge-Response <=3

Step 6. Client’s Public Composite Number(Proxy—DB)

Client &5 918 AH&¥= #<1 NE DBl A%
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Step 1. ID-PW Auth(Attacker—Server)

Attacker”} Servero] Al g1 3 ID/PWE o]&3to] ID-PW Au
thentication Protocols ©]&38to] 15& 33t Access T

oken 2%

Step 2. Auth Proxy(Attacker—Proxy)

Sh 4218k Access Tokend 2§39 Proxy 15& 3
Step 3. Distributed Secrets(Proxy—Attacker)

Trusted Proxys A3 P, F, S 371419] Client's Secrets

2
ofy

Step 4. Access Token(Proxy—Server)

Client®} Server’} ProxyE &35kl Access Tokens ©]8-3]
Proxy S 1%

Step 5. Challenge-Response(Attacker—Server)

Attacker$} Proxy 7Fe] Challenge-Response -3

Step 6. Client’s Public Composite Number(Proxy—DB)

Client &5 918 AH&¥= #<1 NE DBl A%
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Step 7. Authentication(Attacker)
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(29 3) Lexus Attack Model
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<3 2> Proposed Protocol Parameters

Parameter Contents
- Randomly Generated La
rge Prime Number at lea
P, B, st 1024-bits
- Using as public key, private
key
- Product of the Primes
i P <P,
- Randomly Generated
o Number(1<5<N,)
yA - I = S’modN,
IP Addr - Client’s IP Address
MAC Addr | - Client’'s MAC Address

- D-PWAUSYK @ —/——
Auth Proxy .
+—— Distributed Seerets ————— Access Token ———
— Auth Client Verfication ]
Challenge-Response 1 “
Client's Public
Compasite Number
—  Verification "
(Z1¥ 4) Proposed Protocol
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Step 6. Verification(Proxy—DB)
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D, (IPAddr, MAC Addr, S)
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Step 7. Client's Public Composite Number(Proxy—DB)
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