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Abstract

Technology and culture are creating content added value by integrating with various industries. In
addition, countries are creating an infrastructure environment interoperability for integrating new
technologies and cultural contents. However, copyright infringement caused by pirated contents
continues to occur for copyrighted cultural contents. Various researches are progressed to prevent
copyright infringement, but the current prevention technology is mainly post response, which raisesthe
issue of effectiveness. Accordingly, thereisaneed for atechnology for preventingillegal distributionin
advance by analyzing a distribution channel of pirated contents and blocking atrigger. In this paper, we
propose a system for analyzing distribution channel and blocking trigger through a centralized cloud
monitoring server after crawling data from trusted sites and torrent sites.

Keywords: Copyright, Pirated Content, Torrent Site, Crawling

propose a trigger blocking model through the
analysis of illegal distribution channels in
Chapter 3. Finally, conclusions are made in
Chapter 4.

1. Introduction

Technology and culture are creating added value
by integrating with various industries|1].
However, copyright infringement caused by
pirated contents continues to occur for
copyrighted  cultural  contents.  Various
researches are progressed to prevent copyright
infringement, but the current prevention
technology is mainly post response, which raises
the issue of effectiveness. Accordingly, thereisa

2. Related Works

2.1 Copyright

Copyright is the legal right of the content
creator to the content. In other words, it aims to
develop culture by protecting the rights of

need for a technology for preventing illega
distribution in advance by anadyzing a
distribution channel of pirated contents and
blocking atrigger.

In this paper, we anayze the definition of
copyright, the current state of the pirated market,
and the torrent site in Chapter 2. Afterwards, we

creator[2]. However, as copyright infringement
caused by pirated contents has spread,
difficulties continue in protecting content
copyright.

Thisresearch project was supported by Ministry of Culture, Sportsand Tourism(MCST) and from Korea Copyright

Commission in 2019.
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2.2 Pirated Content Market

As of 2017, about 16 million people had
experience using pirated contents. Pirated
contents are distributed through web hard,
P2P(Peer-to-Peer), torrents, etc. Recently,
copyright infringement has aso occurred
through streaming services.

In particular, thetorrent isaone-to-N method
of distributing content files in pieces and
merging them into pieces. So, the boundary
between the uploader and the downloader is
unclear, which makes it difficult to crack down
and highest share of pirated contents
distribution[1].

2.3 Torrent Site

Torrent site refers to a site that distributes a
torrent file(.torrent) that can upload/download
files through BitTorrent, a P2P file transfer
protocol. Fig. 1 shows the structure of sharing
P2P file using BitTorrent protocol.

@ Amd » 4 :Bavi
s Bad - 9 -

" .
Bawi - - @ Awi
G  Bawi

Fig. 1. P2Pfile sharing using BitTorrent protdcol

Asthistime, there are also legal torrent sites
that distribute torrent files of legaly
redistributable content, but there are many
torrent sites that distribute torrent filesfor pirated
contents that infringe copyright law.

Recently, in order to circumvent torrent site
crackdown monitoring, there have been an

increasing number of cases in which pirated
contents are distributed after opening a site with
a server overseas/1]. Accordingly, using only a
method of detecting and blocking a torrent site
has a problem of effectiveness in preventing
content infringement. Therefore, a study is
needed to analyze the distribution channels of
pirated contents and to use the method to block
the trigger.

3. Proposed System Model

This chapter proposes a system model that
selects a torrent site and a category of
infringement content to analyze the distribution
channels of pirated contents in the torrent site,
and then blocks the trigger of the torrent files
distribution.

3.1 Torrent Site Selection

In order to analyze the distribution channels,
the torrent sites were selected according to Alexa
daily access timeg[3] among the torrent sites
searched through Google site as of September
2019, asshown in Table 1.

Table. 1. Torrent site selection

Torrent Site Daily Time on

Name Site(MM:SS)
Torrentwal torrentwal .com 03:37
Torrentbe torrentbe.com 03:17
Torrentmap | torrentmap.com 02:56
Torrentqq torrentgg.com 01:53
Freefilewal filewa.com 01:34

3.2 Infringement Content Category

Theinfringement content categories common
to the selected torrent sites are classified into
three categories as analyzed in Fig. 2.

[E2Es s rvils | TVESHH CHR/AAL | AE2] EHESY | HUMOIM |Fl2ISH) EXNEHY | STV | SOHRI0 | ENEJIEH| FH27) | ENETA | EML |

|xa |22t | 2sias - |83 | asv - sa9s

|zet | =uwe zie - Aam

| A=t I g g kg I‘l“?TV | =H/TV 534

DHFR Z1EL HiA T YR aeloly

|27 ny [ea][es] au [sa][zz2] 2e sw

Fig. 2. Analysis of infringement content category
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The features of the torrent file for each
infringement content distributed in the torrent
site are as follows.

@ Movie content
: Torrent file distribution based on the start
date of online VOD service

: Example) EHE 35}, A}

@ TV media content
: Torrent file distribution progress within one
day after the end of main broadcasting

: Example) TVO| 5, $t=TV, B4, E[H|

@ Music content

: Torrent file distribution progress within one
day based on the top 100 rea-time sound
charts

: Example) S, ofi 2| 52

3.3 System Model

We anayze the distribution channels of
torrent files and propose a system moded as
shownin Fig. 3 to block the trigger of the torrent
file distribution.

Feature
Crawler

Movie

{ex. KOFIC)

= ﬂ.

Feature
Crawler

Music
{ex. Melon)

Fig. 3. Proposed system model

0—0—C
Analyzing Pirated Contents
Distribution Channel

Step 1. Crawl content features on sites that
share reliable information for each infringement
content category. The torrent sites also crawl
content features. The crawling methods for each
infringement content are as follows.

@ Movie content

: The trusted site was chosen by the Korea
Film Council(KOFIC), which manages
online VOD services for movie content[4].
Fig. 4 shows the torrent file feature of
movie contens and analyzes the range of
data to be crawled. The KOFIC crawls
online VOD service start date, which is a
feature of movie contents. In addition, each
torrent site crawls a post name, a posting
date, and ahash value of atorrent filein the
movie content category.

@ TV media content
The trusted site was chosen by the
Electronic Program Guide(EPG) that
manages the main broadcast schedule of
TV media contents[5]. The EPG crawls the
main broadcast schedule, which is feature
of TV media contents. In addition, the
posting type of the TV media content in
each torrent site is posted in the form of

MTitle.E00.YYMMDD.Quality |, crawls a

Feature i
Crawler ' * |

. <Torrent Site>
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Fig. 4. Example of movie content feature crawling

post name, a posting date, and a hash value
of atorrent file in the TV media content
category.

@ Music content

: The trusted site was chosen by the Melon,
which manages the real-time sound chart of
music contents/6]. The Melon crawls top
100 red-time sound charts, which is a
feature of music contents. In addition, the
posting type of the music content in each
torrent site is posted in the form of

Table. 2. Crwaed data from movie content

CH B3 SME 318 18004 M3 - 7188 ST &8 2 H

i) A Torrent Site - -

"Music Site Name(Melon).MM.DD.Time.

TOP 100, crawls a post name, a posting

date, and ahash value of atorrent filein the
music content category.

Step 2. Send the crawled datato a centralized
cloud monitoring server. The server blocks the
trigger by storing the sent crawled data and
analyzing the distribution channels by
continuously comparing and analyzing the data.

For example, by comparing the crawled data
shown in the Table 2 through the proposed

Movie Crwaled data Trigger
title Site Type Po_stmg Upload Upload Hash value | (Influential)
title day time

KOFIC Tr;?teed PARASITE | 2019-08-06 - - X
5FBF020F47
6AB4CC6994

Torrentwal 08-06 - 730217C899 A
79171B9FFB

Torrentbe 08-08 20:00 - X

71’45 | Torrentmap 08-13 18:00 - X

(Parasite) Torrent | PARASITE

site | .2019.720p SFBFO20F47
. 6AB4CC6994

Torrentgq 08-06 00:11 730217C899 O
79171B9FFB
5FBF020F47
. . 6AB4CC6994

Freefilewal 08-06 13:25 730217C899 X
79171B9FFB
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model in the movie content and analyzing the
distribution channels, the trigger of the torrent
site is blocked. According to the Table 2, the

online VOD service start date of "Parasite; by

the trusted site KOFIC is “2019-08-06". At this
time, the site to which the torrent file is upl oaded
on the same date as the start date is compressed

to "Torrentwal, Torrentqq, Freefilewal ;.
After that, the torrent file is compressed into

Morrentwal, Torrentqq; by comparing the
uploaded time and hash value, and since the

uploaded time from MTorrentwal ; could not be

crawled, "Torrentqq is analyzed as a powerful
trigger and blocked.

4. Conclusions

The distribution of pirated contents in which
content copyright isinfringed continues to occur
through various platforms. In particular, torrents
have difficulty finding pirated contents
distributors due to the one-to-N file transfer
feature of the BitTorrent protocol.

Therefore, in this paper, we analyzed the features
of infringement contents in torrent sites, and
compared and anayzed the information of
trusted sites through data crawling, and proposed
a model for distribution channels analysis and
trigger blocking. This will help protect content
and improve the copyright infringement
environment.
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