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The Proposal of Group—Key Based Protocol for Secure Remote Work
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L3Department of Cyber Security, Ajou University
’ISAA Lab., Department of Computer Engineering, Ajou University
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(Fig. 2) Procedure of Remote Work
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(Fig. 3) Problem in Remote Work
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<Table 1> Notation
Parameter Description
1D, The ID of x
K The wvalue of verify
! Client
GK, The Client’s group key
SK The Session key
N, The Nonce from x
H(.) Hash function
© XOR operation
pw, The Nth Client's password
M Message
Pub(z)/Pri(z) | The key pair of x
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Client Server Host

10,10y .10,

Generate: Ky

Ecipyysy {0110y WDy Ry MM} | Ko =SK G H(IDy)

Decprs [EnCipy (104110« 104] Ky Mg
Get: 10y, 1Dy . 10y, Ky Mand Ny

Store : K,

Generate: GK,

6K, = (Hipwy) @ Hwy) .8 Hipw, )}

Encipyy (6K}

i [ Encian M,
Deipy Eneipu (6K eun 1)

Store: GK,

Compare s Ny 2 Ky

(Fig. 4) Host Session Open
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Client Server Host

Generate: K, Encigy (10yKy1Ne)

K, = HID,) 85K

Decig [Encigy, (10,1 Kel INcl]
Compare :Ky' 2 Ky

Enciugy {103 N}

Depri ) [N 103 N]
Compare : 10, 1D,

Decipriys) [Eneipuss (M| 5]
Compare : Ng' I Ng
Encipyy (| 1N5)

4 M N
Compare : N 2 Np e, {M[INc)
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Connect|Session

(Fig. 5) Communication Protocol
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