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Home IoT Devices and Network Domination with AI
Speaker Vulnerabilities
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Abstract—The number of Al Speakers is expected to continue
to grow significantly. AI Speakers have combined various
environments and new technologies for the convenience of users,
and are being used in several fields. However, vulnerabilities and
threats to Al Speakers continue to be reported, and problems
arise over their control through vulnerabilities. In this paper, we
analyze which vulnerabilities AI Speaker has, how an attacker
takes control of AI Speaker by exploit the vulnerability and what
threat can be caused in Home IoT network. And we propose
requirements for detection system according to characteristics of
Al Speakers.
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I. INTRODUCTION

Recently, Home IoT services based on IoT devices have
been providing various conveniences of life. As user’s demand
increases and information technology progresses, the services
offered by Home IoT are becoming more diverse and life-
altering. However, security issues arise as the IoT devices
process the private information of users for providing services.
Home IoT devices are continuously targeted by various
malicious codes from attackers.

A previous attack path of Home IoT network was [oT hub
that connects Home IoT network(internal network) and
Internet(external network)[1,2]. However, with Al Speakers
added to Home IoT, a new attack path through them was
created. The vulnerability of the Al Speaker itself enables an
attack on the Wi-Fi connection used by Home IoT. In addition
to Wi-Fi connection, Al Speakers also use Bluetooth to
provide services, which can cause new vulnerabilities in Home
IoT.

The number of Al Speakers are expected to increase
significantly. According to an analysis, the number of Al
Speakers is expected for 142-million devices to be used in
2022 as shown in Fig. 1[3].

With the number of AI speakers considered vulnerable
growing significantly, a large number of Home IoT networks
are expected to be targeted by the attackers. If breach occurs
to the Home IoT network, users can lose control of IoT
devices or users’ private information may be leaked. So, it is
the most important thing to prevent threats before occurring.
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Fig. 1. Prospect of Al Speaker Sales

Therefore, this paper shows how Home IoT network can
be dominated by an attacker with Al Speaker vulnerabilities,
and proposes a countermeasure based on white-list based
detection system.

II. RELATED WORKS

A. IoT devices Breach Incidents

In most of IoT devices breach incidents, the cause was
vulnerabilities of the outermost(nearest to Internet) devices in
Home IoT network. We show three breach incidents from
them.

In 2013, a technology reporter of BBC News reported that
Foscam’s baby monitoring camera made a strange noise. It
was because a hacker took control of the camera. The hacker
used just “admin” to log in, and no password[4].

In 2014, Proofpoint analyzed that Home IoT devices were
abused for other cyberattacks. Attackers had hacked the
devices connected to Internet and sent 750,000 e-mails using
Home IoT devices’ mailing function. This incident points that
vulnerable Home IoT devices can be used to cyberattack[5].

In 2016, Around the world, 73,000 personal CCTVs had
been hacked and broadcasted on Internet site. In this incident,
the cause is that the users did not change the initial ID and
password of the CCTV connected to Internet. Using initial IDs
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and passwords, Attackers accessed the CCTVs and collect
private information[6].

B.  Home IoT Network and Security

......................................................................

Fig. 2. General Home IoT Network Structure

Fig. 2 shows general Home IoT structure composed of IoT
devices and a outermost hub. There are several advantages of

using the hub for IoT network, some of which are following[7].

e Data collection and management are fully controlled by
the hub device and kept within the Home network.

e A hub splits the Home network to separate traffic,
minimized attack surface and protect Home IoT
operations.

e A hub may assist with device authentication before
authorizing it onto the IoT network.

To access a Home IoT network from external network, it
must go through the hub. Therefore, many studies of Home
IoT network security are focusing to threats about the hub and
a wireless network from the hub[1,2]. But, it could be
vulnerable if an attack begins in the network.

C. Vulnerabilities of AI Speaker

There are many concerns about security of Al speaker. The
Al speaker supports both Bluetooth and Wi-Fi, but the
vulnerabilities from them are continuously reported.
Blueborne is one of Bluetooth vulnerabilities. Blueborne
allows attackers to leverage Bluetooth connections to
penetrate and take full-control over Al speaker. If not
connected to Bluetooth, but as long as Bluetooth is on, this
attack vector allows attackers to access Al speaker[8]. And on
Wi-Fi, there is a KRACK(Key Reinstallation AttaCK) from
WPA2 vulnerability. This attack abuses cryptographic
protocols to reinstall an already-in-use key. This resets the
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key’s associated parameters and causes the AP to reinstall the
key[9].

Security issues for Al speaker is summarized on below
Table 1.

TABLE L SECURITY ISSUS FOR Al SPEAKER
No. Security issues Vulnerability from
1 Blueborne Bluetooth
2 KRACK WPA2

D. Abnormal Behavior Detection based on Whitelist

Whitelist-based security policy may be more effective in
defending against cyberattacks than blacklist-based one in
order to detect abnormal behavior in the restricted internal
network. The advantage of a whitelist-based policy is that it
allows behaviors from pre-authorized IP addresses, ports, etc.
Other behaviors are considered as malicious behavior and not
allowed. But even if it’s not malicious, behaviors that are not
allowed are blocked, which can reduce availability[10].

III. ANALYSIS OF NEW ATTACK PATH

In this chapter, we analyzes new attack path through Al
speaker and explains why it is difficult to detect them.

A. New Attack Path from Al Speaker

—) Attack Path

.+ Home loT Network l'
i @ Exploit

Fig. 3. New Attack Path from Al Speaker

Previous security studies of Home IoT is focused on IoT
hub. However, with the addition of Al speaker, a new attack
path has been created. The new attack path from Al speaker is
composed of exploiting vulnerabilities and sending command
to Home IoT network in Fig. 3.
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@ Exploit vulnerabilities

Attackers exploit the Al speaker with security issues
in Table 1, to take control over Al speaker. The key
point is that attacker does not go through the IoT hub
and access to Al speaker directly.

@ Send commands to Home IoT network

And then, attackers send command through IoT hub.
the command can be a propagation of malicious code
to other IoT devices or data leakage to attackers. The
key point is that the packet sent by Al speaker is
encrypted, so we cannot detect the attack easily. The
encrypted packet is shown in Fig. 4.

B. A Difficulty to Detect Attacks through New Path

I 192.168.137.170 [TLSv1.2 |
192.168.137.17¢0 O | TLSv1.2
o 192.168.137.170 | TLSv1.2
O 192.168.137.170 | TLSv1.2
192.168.137.17¢0 DO | TLSv1.2
192.168.137.170 D | TLSv1.2
192.168.137.17¢ DN | TLSv1.2

Fig. 5. Encrypted Packets of Al Speaker

Fig. 4 shows some of the packets by AI Speaker
(192.168.137.170), which indicates that Al Speaker sends and
receives encrypted packets. A packet encryption ensures the
confidentiality of communications, but which makes it more
difficult to detect abnormal behavior in Fig. 3. The hub only
knows the sending and receiving addresses and does not know
whether the packet contains malicious contents.

IV. ATTACKS BEGINNING AT Al SPEAKER

Fig. 5 shows attack path and result through an Al Speaker
in Home IoT network. Taking control of Al Speaker is equal
to dominate the entire network of Home IoT for an attacker.
Therefore in Fig. 5, the attacker can send some malicious
commands to the hub as a trusted node in the network. The
malicious commands are following: malicious code

propagation in Home IoT network and data leakage to attacker.

A. Malicious Code Propagation in Home loT Network

“(A) Propagation” in Fig. 5 is to propagate some malicious
codes to other Home IoT devices. If the malicious codes are
executed on Home IoT devices, the devices are taken control
by the attacker through C&C server. Finally, the devices are
dominated and operate malicious activities intended by the
attacker.

B. Data Leakage to Attacker

“(B) Data Leakage” in Fig. 5 is to make data to be leaked
to an attacker. The Al Speaker and other devices collect and
process and the users’ private information. Also, the devices
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Fig. 4. Attacks Beginning at Al Speaker
may store some configuration information set by user.
Normally, the devices process/ information and remove them
immediately. But the attacker can modify the process/remove
cycle to send information to the attacker. Finally, the attacker

can collect users’ private information and configuration
information created in [oT Home network.

Occurring damages from attack results in Fig. 5 are
summarized on below Table 2.

TABLE II. ATTACK RESULTS AND OCCURRING DAMAGES

Attack Results Occurring Damages

Domination of the entire network and

ropagation devices’ activities intended by an attacker

Leakage of private information and

Data Leakage configuration information

V. REQUIREMENTS FOR DETECTION SYSTEM

As Home IoT devices deal with users’ sensitive
information, protecting threats is important. However in I1I-B,
we pointed that Al Speakers communicate encrypted packets
with a receiver. It makes it difficult for Home IoT hub to
detect security attacks. As shown in Fig. 5, we can only see
the IP address of the sender and receiver, so we have to consist
of the detection system with limited information.

A detection system based on whitelist can degrade the
availability of the entire network. However in Home IoT
network, the devices’ behavior and receiver are fixed, so we
can apply the detection system based on whitelist. In this
chapter, we propose the requirements to detect security attacks
based on whitelist.

A. Whitelist based on Behaviors

In Home IoT network, the IoT devices perform activities
to provide a convenience for the users. Therefore, the devices
do not open ports not specified in the device’s manual or
communicate with other devices through those ports. Not only

- 265 -




the ports, but the activities that the devices perform do not
violate the manual. So, we can extract the whitelist of
behaviors from device’s manual.

B.  Whitelist based on IP Addresses

As mentioned it, we can see the IP address of the sender
and receiver. In Home IoT network, the IoT devices’
communication are targeted: if the device is general IoT
device, it communicates with user’s controller through IoT
hub, or if the device is Al Speaker, it communicates with the
other IoT devices and the service provider’s server.

If Al Speaker sends malicious command to another IoT
device and the device performs the command, the [oT device’s
activity will be detected by whitelist based on behaviors.

Therefore, we can compose of a whitelist for Home IoT
devices’ communication targets and detect based on the
whitelist.

TABLE IIL REQUIREMENTS TO DETECT BASED ON WHITELIST
Based on Requirements to Detect based on Whitelist
Behaviors Check the devices’ behaviors from the devices’ manual

Check the communicating IP addresses

IP Addresses from the devices’ characteristic

VI. CONCLUSION

We analyzed a Home IoT network’s a new attack path
with Al Speaker’s vulnerability. With the addition of Al
Speaker to the Home [oT network, new vulnerabilities and
threats can occur. In a world where the number of Al Speakers
is increasing greatly and the generalization of IoT, it is
expected to come as a big threat. As the possibility of a threat,
we proposed requirements for whitelist-based countermeasure.
we need to build an automated internal threat detection system
based on these requirements for private networks.

As we analyzed the attack path through AI Speaker, a

threat from internal network is difficult to detect and prevent it.

In addition to Al Speakers, however, a variety of IoT devices
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can be added, and in such cases more threatening channels can
be created.

Therefore, in future work, we should develop a threat
detection system that can occur in Home [oT network through
Al speakers, and eventually build a threat prediction and
prevention system that can occur from additional Home IoT
devices.
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