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Abstract—Recently, damage caused by ransomware has been 
increasing in PC and Android environments. There are many 
studies into real-time ransomware detection because the most 
important time to prevent encryption is before ransomware is 
able to execute its malicious process. Traditional analyses 
determine an application is ransomware or not by static/dynamic 
methods. Those analyses can serve as components of a method to 
detect ransomware in real time. However, problems can occur 
such as the inability to detect new/variant/unknown ransomware. 
These types require signed patches from a trusted party that can 
only be created after attacks occur. In a previous study into real-
time new/variant/unknown ransomware detection in a PC 
environment, important files are monitored and only programs 
that have been previously analyzed and evaluated as non-
malicious are allowed. As such, programs that have not been 
analyzed are restricted from accessing important files. In an 
Android environment, this method can be applied using Android 
applications to prevent emerging threats and verify consistency 
with user intent. Thus, this paper proposes a method of detecting 
new/variant/unknown ransomware in real time in an Android 
environment. 

Keywords—Android; New/Variant/Unknown Ransomware; 
Real-Time Detection; Encryption 

I.  INTRODUCTION 
Ransomware is becoming increasingly problematic, 

causing significant damage worldwide. Ransomware—a 
compound word of ransom and software—is used to encrypt 
and disable a user’s valuable data, requiring payment to 
recover it. Unlike other malware, the encrypted data cannot be 
recovered because only the attacker has the decryption key. 
The spread of ransomware is primarily facilitated by phishing 
mails, untrusted sites, and file sharing sites with social 
engineering techniques [1]. 

Recently, Android has become a target for malware 
because it is an open source platform with globalization and 
fragmentation. Additionally, Android allows users to install 
applications from not only untrusted sites but also the Google 
Play Store. This enables hackers to fraud users [2]. 

The most important is to prevent data encryption by 
ransomware. As such, various methods to determine in real 
time whether an application is ransomware or a normal 
encryption have been studied. Traditional methods to detect 

ransomware applications include static analysis [3] and 
dynamic analysis [4]. However, they are considered vulnerable 
and easily circumvented by attackers. 

In [5], a 3-step method is proposed with traditional 
approaches for detecting ransomware applications in real time. 
The first step of their method is monitoring, the second is 
dynamic analysis, and third is static analysis. However, some 
problems can occur such as false detection, as well as the 
possibility of circumvention and vulnerability for 
new/variant/unknown ransomware. 

Reference [6] pointed out that methods to patch information 
of ransomware—such as detection based on signatures 
provided by a trusted party—cannot prevent 
new/variant/unknown ransomware. This is because the trusted 
party can only get a ransomware sample after users have been 
attacked. They proposed a method to detect ransomware in a 
Windows environment in real time without patches from a 
trusted party. However, problems can occur if this method is 
implemented in an Android environment because of its 
Windows components and results in performance overhead by 
inspecting all access operations on monitoring process. As such, 
we need to implement a similar method in an Android 
environment and decrease overhead by reducing the number of 
monitored targets. 

Section 2 of this paper discusses works related to ransomware 
on Android, ransomware detection methods, and Shannon 
entropy. In section 3, we analyze how specific problems in the 
previous studies may occur. In section 4, we propose our 
method for detecting ransomware applications in real time with 
improved monitoring performance in an Android environment. 
We then outline a requirement for implementation of our 
method in section 5. Finally, we present our conclusions and 
discuss future work to implement the method in section 6. 

II. RELATED WORKS 

A. Ransomware in an Android Environment 
Ransomware is any type of malware that demands a sum of 

money from the infected user. On Android, there are two 
general categories of ransomware: lock-screen and crypto. In 
lock-screen types, the hijacked resource is blocked by an image 
that fully covers the screen. Crypto ransomware encrypts the 
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user’s valuable data. Android ransomware typically fits the 
general definition of a trojan horse. In some cases, the 
malicious APKs copy only the name and icon of the normal 
application or disguise it as a legitimate file in an SMS or e-
mail. In this way, attackers use social engineering to 
manipulate victims into installing malicious APKs and 
executing functions [7]. An example of how attackers spread 
ransomware as legitimate applications is shown as Fig. 1 [8] 
and Fig. 2 [9]. 

 

Such attacks can be successful because Android devices are 
allowed to install applications from third-party app stores. 
Additionally, once Google releases a new version of the OS, 
manufactures may not upgrade their OSs immediately, or at all. 
A device running on an older version of the OS can result in 
certain vulnerabilities remaining unpatched for an attacker to 
exploit [10]. 

B. Static Analysis 
Static analysis involves an automated tool that takes the 

source code of a program as input and examines it without 
executing. It then verifies the code structure and statement 
sequences, checks how variables are processed throughout the 
different function calls, analyzes strings in information files—
such as xml—and yields a result. A static analysis starts by 
representing the analyzed app’s information to some abstract 
models based on the purpose of the analysis. Those models 
provide a simplified interface for supporting client analyses [3]. 
Fig. 3 is an example of static analysis of xml files by 
simplocker [5]. 

 

C. Dynamic Analysis 
While static analysis can rely on Java bytecode extracted by 

disassembling APKs and does not require code execution, 
dynamic analysis can examine all code executed by an 
application [11]. This is necessary because malware can hide 

malicious events behind activities that require an interaction 
with an Android user. Therefore, to test the apps dynamically, a 
tool is required that can simulate these apps to start their 
malicious activity. In dynamic analysis, the application is 
executed in a controlled environment—such as sandbox—and 
virtual machine to trace its behaviors [12]. Fig. 4 is an example 
of dynamic analysis by executing code. 

D. Android Ransomware Detection in Real Time 

In [5], a 3-step analysis method is proposed to determine 
whether an application is ransomware or not. Whether the user 
intended for encryption on their device is an important factor in 
this method. An overall process of their method is shown in Fig. 
5. 

First, for encryption analysis, important files predefined by 
the user are monitored and inspected those files were encrypted 
using Shannon entropy value in real time. If an important file is 
determined to be encrypted, the process moves to the next step; 
otherwise, it continues to monitor. 

Second, foreground analysis checks for the encryption 
application’s activity at the top of the activity stack—called 
Activity Manager. The goal of this step is to make sure that the 
encryption process is triggered by the foreground. That is, it 
checks that the encryption process is shown on the device’s 
screen. If the application’s activity is at the top of the stack, the 
process moves to next step; otherwise, it stops the application 
and sends an alarm to the user. 

Finally, in layout analysis information from manifest, 
layout, and xml files is extracted. It is assumed that normal 
encryption applications show a list of files, texts, and buttons 
with hint strings on the screen seen by the user—this can be 
accomplished by static analysis. If the application has these 
components, the step ends and returns to the first step; 
otherwise, it stops the application and sends an alarm to the 
user. 

 

Fig.  1. Spreading by e-mail [8] Fig. 2. Spreading by SMS [9] 

 
Fig. 3. An example of static analysis [5] 

Fig. 4. An example of dynamic analysis [11] 

Fig. 5. Overall Process in [5] 
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E. New/Variant/Unknown Ransomware Detection 

In [6], a method to detect new/variant/unknown 
ransomware without patch information from trusted parties is 
proposed. For this, a file usage monitoring manager, file access 
control manager, and access control db were created. A part of 
the structure from this method is shown in Fig. 6. 

When an application uses APIs related to file access to read 
or write to a file, such an operation should be informed to the 
I/O manager of the OS. The I/O manager generates an I/O 
request packet and sends the packet to the file system driver. 

The file usage monitoring manager is executed in the kernel 
mode of the OS and communicates to the I/O manager and file 
access control manager. When an application opens a file, it 
intercepts the file system driver-initiated packet. 

The file access control manager is operated in the user 
mode of the OS and creates/manages a whitelist. If the file 
usage monitoring manager sends the file access request of an 
application, it determines whether the application is allowed to 
access the file according to a whitelist recorded in the access 
control db. 

The access control db is stored in the user mode of the OS 
and it saves/manages a whitelist which consists of two 
elements: one is the identity of a file type and the other is a list 
of accessible applications for each file type. 

If a request related to file access occurs, this method check 
the application is in whitelist—only applications in the list are 
allowed to access the file. If a new application wants to access 
a file it should be analyzed, and, if it is evaluated as being non-
malicious, included in the list. 

F. Shannon Entropy 
Shannon entropy indicates the uncertainty of data. Cipher 

data has a higher entropy value than plain data because of 
encryption algorithm confusion properties. When ransomware 
encrypts a file, the file’s entropy increases [6]. In [5], Shannon 
entropy was used to determine whether a monitored file was 
encrypted or not in the encryption analysis step. The Shannon 
entropy value, e, can be computed as in (1). 

 (1) 

 means the number of byte value, i, in the file. The 
maximum entropy value is 8 if all  are equal in i from 0 to 
255.  

III. PROBLEM ANALYSIS 
There are two methods to detect Android ransomware and 

new/variant/unknown ransomware in real time. However, 
problems with these methods—including reduced accuracy and 
increased performance overhead—can occur. To address this, 
we first analyze the problems inherent to each method in this 
chapter. 

A. Problems in Real-time Android Ransomware Dection  
We analyzed two of the three steps: encryption analysis and 

layout analysis. The former relates to monitoring for 
encryption function, while the latter performs static analysis for 
information extraction. 

� Encryption Analysis 

In this step, predefined files are monitored and encrypted 
files are inspected. For this, Shannon entropy is used, but the 
results can be inaccurate. Theoretically, the entropy of cipher 
data is greater than that of plain data. However, in the case of 
plain data with high entropy, the entropy can be lower after 
encryption. This can produce inaccuracies such as a plain data 
that is considered to be encrypted, or cipher data that is 
considered unencrypted. 

� Layout Analysis 

In this step, information is extracted via static analysis from a 
non-executed file. For this, layout files are analyzed to verify 
that all components are on screen and xml files are checked for 
strings that exist in malicious applications. However, strings 
are only inspected based on a whitelist of words expected to be 
found in normal applications. As such, inaccuracies can occur, 
such as strings with the same meaning circumventing the 
whitelist. 

TABLE I.  SUMMARY OF PROBLEMS IN JING CHEN’S METHOD 

Step Problems 

Encryption 
Analysis Inaccuracy of entropy for plain and cipher data 

Layout 
Analysis Inaccuracy from circumventing the method 

 

B. Problems in New/Variant/Unknown Ransomware 
Detection 
We analyzed the processes by which the file usage 

monitoring manager intercepts a request packet and the file 

 
Fig. 6. A part of the structure in [6] 

- 914 -

International Conference on Electronics, Information and Communication (ICEIC) 2019



access control manager checks an application against the 
whitelist in the db. 

To verify whether the application is non-malicious, 
whenever a request related to file access occurs, the method 
performs all analysis processes. The processes include the 
following sequences. 

� The file usage monitoring manager sends a request packet 
to the file access monitoring manager 

� The file access monitoring manager reads the whitelist to 
verify whether the requesting application is allowed. 

� The file access monitoring manager sends the result to the 
file usage monitoring manager 

The above process has file I/O operations, as well as 
communication between managers. As such, if the process is 
performed several times or many I/O requests are made, 
increased performance overhead can occur. 

TABLE II.  PROBLEMS IN TWO STUDIES 

Num Problems 

Problem 1 Less accurate ransomware detection 

Problem 2 High performance overhead to verify applications 

 

IV. PROPOSED METHOD 

The overall process of our method for real-time 
ransomware detection in the Android environment is shown in 

Fig. 7. This method is composed of 4 analysis steps: 
Monitoring, Encryption, Already Analyzed and Is Normal. 

A. Monitoring  
In this step, important files predefined by the user are 

monitored. The analyzed application module intercepts 
requests from APIs to read or write to a file. If the target of the 
operation is not in the predefined files, the module sends the 
requests to origin system call or it pauses the requests. 
Subsequently, it moves to the next step with logs including the 
application package name and the name of the target file. In 
this step, analysis is performed on the operations of read and 
write. The analyzed application module is shown in Fig. 8. 

B. Encryption 
In this step, whether the targeted file was encrypted or not 

is determined according to the result of Shannon entropy. If the 
target file was not encrypted, the method returns to the 
monitoring step, or proceeds to the next step. However, we 
analyzed that Shannon entropy can produce inaccurate results. 
To address this, we used the average entropy of the divided 
parts of the file—such as the average of each parts’ entropies 
divided by 4,096 bytes. 

C. Already Analyzed  
In this step, the package name is used to check whether the 

application was previously analyzed. For this, package names 
of pre-analyzed applications should be stored statically. If the 
application is previously analyzed and determined to be 
normal, access is granted and the process ends. Otherwise, the 
behavior is denied and the process moves to the next step. 

D. Is Normal 
In this step, information is extracted, analyzed and provided 

to the user. Besides static analysis and dynamic analysis, many 
studies about how to extract/analyze information from Android 
applications can be included. To improve the accuracy of 
problem 1, we modify the basis of the layout analysis 
inspection from a whitelist to a blacklist with words such as 
“pay” and “coin.” 

 
Fig. 7. Overall process of our method 

Fig. 8. Analyzed application module for the proposed method 
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The improvements to this method based on problems in the 
previous studies are shown as Table 3. 

TABLE III.  IMPROVEMENTS BY PROPOSED METHOD 

Num Improvements 

Problem 1 Enhanced accuracy from average of entropy and
proper analysis method 

Problem 2 Decreased overhead by limiting the target of 
monitoring operations to encryption exclusively 

 

V. REQUIREMENT FOR IMPLEMENTATION 
In our method, we should know which application requests 

system call and which file is targeted by the operation. 
However, it is difficult to take the information from Android 
devices without some specific ways. Therefore, we need a 
system call hooking to acquire the application package name 
and target file name. 

Fig. 9 is an example of a system call hooking in an Android 
environment [12]. In the monitoring step, we should store logs 
with the requesting application package name and target 
filename. By intercepting system calls, we can get this 
additional information necessary for the Monitoring step. 

VI. CONCLUSIONS 
In this paper, we analyzed the problems of two previous 

studies about how to detect new/variant/unknown ransomware 
in real time on Android. Subsequently, we proposed a real-time 
ransomware detection method as well as requirements to 
implement the method. This method can prevent 
new/variant/unknown ransomware with less performance 
overhead in an Android environment. 

We focused on the main function of processes from the 
Monitoring and Already Analyzed steps. However, how we 
provide information to the user in the Is Normal step is also 
important. Thus, additional studies about how to analyze the 
applications will be required. In future work, implementation 
of the proposed method should be performed with detailed 
analysis methods and evaluated for detection accuracy. 
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