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Air-gap Attack Analysis on ICS Environment
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[ 1] Air-gap

5 Attack surface
Acoustic fan, Disk, Speaker
Optical CCTV, Drone

FM radio, TV, Bluetooth,

Electromagnetic CPU-memory bus

Magnetic Magnetic facility
Electric Electric Panel
Thermal CPU, GPU, HDD, Motherboard

Physical Media USB flash drive
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DISCOVERY The discovery broadcast message
ACQUIRE Acquire the transmission token
RELEASE Release the transmission token
ACK_OK Frame received successfully (ack)

RETRANSMIT Request to retransmit a frame
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BITRATE_DEC Decrease the current bit rate
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